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(57) Abstract: An effective key block (EKB) used for key 
distribution structure of tree structure is re-structured to a 
simplified two-branch or multi -branch tree in which a de- 
codable end node or leaf is at the lowest layer so as to create 
a re-structured layered tree according to only a key corre- 
sponding to the node or leaf of the re-structured layered 
tree. A tag as identification data about the tree position of 
an encryption key stored in the EKB is stored. In the tag, 
not only the position identification but data forjudging if 
encryption key data is present in the EKB is stored. The 
amount of data in the EKB is greatly reduced and the de- 
coding by a device is simplified. Thus, providing an infor- 
mation processing system and method enabling reduction 
of the amount of data in an Effective key block (EKB) used 
for an encryption key structure of tree structure. 
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(57) M$J: 

v v~mm.<D*—%iJpmj&^mi<^^%)ik*c— 7n y * (ekb) 

* h L-t©*^£te*rt-r3 0 &gf$s'j©^&?>-f . e KBi*ja>Bit^fb*- 

— t — skd mm%mw\? s^— * u rc^l^i: brio E K B ©Atfeft^— * 

y V -^?g<DBi^^b^r-^fiE{CfflV^#^)fb^r— <V * (EKB) CD^— *M 
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— * (JUITn iixe>*=i (Content) fcnf.Ss) £ N 

^•7-^, »5^liDVD^ CD^©«Ea^II6«:S3«aiEfr*^L , ro«Ea* s fl5 

^;&:oT£*tv>3, £ft£>©»5tiin >-^>y jl— -if (ommtz p c (Pers 

onal Computer) „ y-AHjBCiotf-^S^ & S VWi8a««#<©»*#& 
£fc «fc DfiJffl£ft3o 
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-2> o 

V7f«)x7(!)ftfl!Sft|gU l£ RT©&U^M^#fTfc>tl,ft^ 

-2) o 

3T?2fc3o tftbtx 09*{£-f — * V hm^lfi-LX^-^ih^tltz^y"— # s 
Mm.?—*?, y-A7D^7 AHcD#?In >r>y«cift5 2: fc^ jE^^. 

* (¥:£) ^M^ci iL&x- IS. ciffiJ: .-5 &W^©B£^b4M£it-5§-<fb$l£fflvv 
^Yb$lfcm^b§t£ffl^£>:7 :r -#it-^b • «-^fb#$s©flB«Cf±«*£«!K 

^-© i ooMt bt^t>«>-5#a«it^-fb*ictDfKnr^«*^**& 

■^fbfcJBM*#SHtt&fl-# IT, «&J$fc&^;E:i — if .k 3 5* — * 7* -fe * 
S»»t5tOT?i55, ^©^©ttSSKJ&J&afcfcDE S (^-^Bt-^Bip : De 
ta encryption standard) >6*$>.i> 0 
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<7 - b* § 3< 46 % £ {i^M±^li^ ^ ft % 0 

cfco-CBi-^-fb^tlfe^ft^^^ll^^ofllAcQ^^^^-^-S^ t^r- & s. 
IW^fb;ErS&©f^fl*JJSt*©K:tiR S A (Rivest-Shamir-Adleman) * Q 

V ^ X m { b U > 5=" > y ^ — £ tft b T 3 > 5=- > V 4r — * ffl RJ t& t T % to f& #H 



WO 01/78299 ^ ^ PCT/JP01/02929 



4 



: r-*mm<Dnn*mm?% £t$>iz s #r^w ziz&i-jrzm^ib*— m%®tz 

— M&fy — h** — — h*dr — £-3 W£ "J —7 ^r — (3 J; ^TBf-Sf 

Yb LfcBt^Yb*-^-* £#fr»Yb3r--7*D y ^ (EKB) Ot^itio 

Tf#?>ni)Mffy- Y*-iz&-ox^ihzntz7 : -t>mi$,x$>z>o mmt*— 

(EKB) li, H^fti*-^-* t J; o T*i/$£ HZ r — * B 5 s — 
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? (ekb) t^snsBt-^-fb^-x-^tts Mrv u-fltjgsflf^r*^ — k 
^SBtfett^nsffiBsasiiT 1 — mmib*-?u v z (ekb) £*&iM£ti 

fc l m±©B£-5§fb*-^-*=&^©y — K&m©Tte©££y — KXfct u — 7tt 

Z (EKB) KZ^SftSBr^fli* — 7*-*fct N SM*-/D>^ (EKB) £ 

1- s ng ^-fb - © mm © * ^ & & f ^ - * & $ tr -e & a . 

$ (EKB) td^^nSBt-^-fb^r — 5 s — fttx **HKb* — :7n 3/ * (EKB) £ 

sasttttt^nsttfiwgij^— ^»±x *a-fb^— * * (ekb) tteiw&ixfc 

1 W±©B&^b* — 5*— *&*©>>- f»'ttB©T(ft©25E*>'— KXtiU — 7{ftB 
>7 (EKB) Kl^*n4B&-^flS^F— 5 s — IM*-^Dy^ (EKB) £ 
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* v^^fcmztiztiLummT-fte, mm^—yuyz (ekb) <D&*nz 
z t-s ^mwommmm*/ Ao-mmmmiz & ^x , . nmmmm y u — 

{is MM Ufc^^iRSy U -*«tJ56t-SlS^y— Y Mfblfc^ U-** 
Ht-^MS^Sfis mmh*— 7xny# (EKB) CD # ^gBCDx — ^ Hi ^ Bf-^ 

-5) o 

X*$> a 

i*s 3>f>. , yo'f>Ty | jT'f • ( i c v) gzj&ir-x&Zo 

$^^s ^^©tifR^M^;^ A©— mMMUlz&^Xs * v-k — V^—Z 
{is 7*D^7Aa-Ftfe§. 

&fis 3 5 s ; W x%V~7b LfcPiJf y U -ii?i© locy-^i 
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mmv y — m&izjs&ztiLwmmT-* t vxcd^ ^^^^tsmmt^—yti 

v $ (EKB) ££/$f 3«iHb*-:/n y £ (EKB) 4^^T^7•t^ WfSi 
(if v-fe — i?^ — 9W&mXTy 7 

— Ktitcy'- k^— j^t^w *m© u — ©a^a^F— y 

(EKB) 4lS7rf Pf Jf y V -#m&«J5Sf i> y - H ftTtf / - h* 

^iis »-7d^ (EKB) CteiMSn-S 1 W±©B£-^b*-:r-#:g- 
*<DJ— h* filCT &©;£:£{&^© y - HXf± U — ^tegOHt-^^fb^ — ^ — ^© 
M M £ ^ f 9 V £ £ jft b X * 7 U tc teifeft f 3 X 5=- * r i: £ ^ Cr , 

(EKB) 4jj7ff7li, *$Hb=*r-yn y ^ (EKB) >> 
- FX»± 'J-7SiTSi: bfelB&ftbt 2»8Sy 'J -£«js£f *M1R 

*-7uy? (EKB) &£j&f 3*:r v mtfott t * — 7vv& (EKB) 

©* yizMfo-t zm^fc*— ©*&^©^M=s^f s^^autisittf ^^5=- 
^>^-r ^-r ©^*£y- h&s^bmfT^nsy y 

(EKB) i^f'^li, *3Mb*-:7n y ^ (EKB) *W.^ vSmft&M S 
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*3&fl3*— :7*n y * (EKB) ©*^£;ftjjS^£Bg^b*-©&i^0^£^ir 

5 s - * * * t -r s * 5=- y 7* £ *^tt o 

(EKB) O^^fflJtiteitt^iifettlBBtS'J^-^tS^^T 

5* - * a* c m $ n b§ -fb =*- — 9 s — * £ M & f a aj l x m & m m m % m n ? % 
3 >^>^y^-^ &m.-^?2>rc®(Dig.^rmhvxmmnsm-&=i >^>y*—x%> 

-§> o 

n>^>^©^>^^U^>T -^i^i (ICV) T-&3o 

d©fS$HfB&8l#:te\ ^©H&StVW y-7i: LfcFBJiy U-«f3i© 1 
o©y — K — K £ U ll^y — J — HStf U -7 

if v — k*-— fc N Mify — b'^r— r©y — k*— &-g>u& y — y*— iz 
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ftW^nSHS^b^-^-^OHJBy y-*HtlC*S«-£ffiM»J^-* £ bT© 
•^^Sfc*^tftM*-^D9^ (EKB) fc N H$r ^- F*-fc«fc oTBt-^ 
<b Life* y-fe — ff*-* fcfctttt LT^S. 

(ekb) {c^^n-snt^b^-x-^tt. psjb^ u— fltjtswjsg-r* 
sutiftw^nsttsaisij^-^tts m®<t*-7u ? ? (ekb) c««i$n& 

(EKB) ^£ft-&Ht-^b*-^-*«> *$Mb*-:7n y * (EKB) ZW. 

^=»«^nsffia»SU7= — ^I4s *j8Mb*— ?*n y * (EKB) ■®^^C*ti6t 
»y y-*3i© 1 o©y- h'&llj&y- H i: - ^©TffiKaiagStia 

v>i*y-7*— {^<fc o-cflt-^-fb Lfc^^-fb^-^o (ekb) ©£/«3i£ 

(EKB) £«-5f RT^ft*^- KXfcfc y-7*«T®i: bfcfgjtag'fb Lfc 2 #tf£ 
"T5 — (Ofr\Z.m-3^-Cm$Mk*— Z?U y >7 (EKB) IS^t^Xf 

*3&<b*— :ro (EKB) ©* ^teftjfc*- astute *—©;feitt©^&£^*- 
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«ts&na-*©#ai £fB«bfc#j5&©«E«:£$£§flj^ N S3@&#;g 

— < t&&m.mmizm^ *4^i±ro^7 a^- slants*- 

© ^M"^ nl H & 7 s — * $ £ f^g § £ £ ifi qjfg £ & 3 0 
ASn>tfjL-^qJK&B*T!ft^1-*«E<*:Tf»So j£#fci\ CD^FD, MO 

^i*i:©^ii±^{i^i^±ffl^i!i6tiii^s^«bfc^©T"g>-So &m-rft«. & 

$:^L-Cr7>t:^ — ^ • yn?^ A&3 > t? jl — * •. *>x^ Akn' h 



m i *iBH§©«*«ia^^7 i A©«sj5E«ai%aro-rsia"e&*. 

n 2 ^^©flifS^a^^y-AkiiJv^raifflqrigagBsif^igia©*!^^! 
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14ASlFS4BSs ^WCitftlJ'Xf AC«»«#l*-s #<Z> 

ia^tcffiffl^n-s^A&'fb^— 7v y # (ekb) ow*wtatft4. 
(ekb) i,rzm^mhm^mmm^7jktmx'&^ B 

m6tes *»!B©fl!f*i!lIJ'7r/»i:filt5WM*-rD (EKB) <Z> 

(EKB) ©*^©#J5ft SH-Cifc*. 

H 8 A&T>*H 8 B(i, ^fS^tOWffifflaiS/^? At^tf S#8&fb=*— m y ? 
(EKB) k N 3>^>y3r — , n >^>y&#-£Tffi<Sf a-T 5 -**^*^ 

@9tt, 2(t3BBa©«ffl«l3S'>^5 : -At:^3^a#ai'fb*— ^"D y * (EKB) h s 
HI Otis #3Bi3§©tiS#«I l S$'*7 : A 5^ 8Kb 7~o y ? (EKB) 

> ^ > y zmmmfaizmm LfzM&vft}&iz-D\,\xmm-t2>mx&%o 

m 1 1 ARTfM 1 1 Bfcj\ * $6 W©« SIMMS';*? 1 iWd^tt^^Kb* — 
(EKB).i:. 3>5 i >y*-S3^ft'r*iia31*«e3fe©3@Sft«l31fcJt«tbfe 
Bl "C % £ o 

mi 3{±, *«W©«««L3S^^7 i Afcj3»S^«i'fb4r — (EKB) 
© 1 ) T*&3 0 

0 14(i, *»W©«#R*aa^^7 i A»c43»S^«i'fb^r— * * (EKB) 
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CD 2 ) 

Stf^T^SMb* — :/n y * (EKB) £ N ^ ^-S#*TffifiS"r*«Ii 

Ell 7 lis #@^LS^X^ AfC&^-C^itfb^r-^D y p (EKB) 

^u^-r -^-ay^fi (icv) ©wt^t^MACiM^stiffe 
ii 9{t *mM<Dmmmmi'XTAizte&%mm\j3r-7u y ^ cekb) 

0 1 ) 

H2 0tt, #3§BJ3©4t SRJMi'.XT' A^fe»i)*^J-fb^r-7 r n y ? (EKB) 
I C V£f&3r-%&KXmm?Z>y : -*Mm}l, r/WXt-ClI^I^St 
0 (^CD 2 ) T-fe^o 

Hi 2 1 A%.UWi2 1 BE\ *^0^©^ffS5!lS->^^A^C^3V^T^ffl^Itg^=3 > 
f>s/"f>f^ r 'Jf'f (ICV) £*5=-f 7KH6ttbfe»-&«Dn 

^■y^-r -^y^tf (icv) *3>^>^»<rt«Efrii»jK:g3i-rs«i^S8i 

H 2 4 A2fctfE|2 4Bttx * 31 l»©fe SWISS" * ^ A 3 HB«&flS^fSMfc 3r 

-^□^^ (ekb) ©^jsEafisiiiBS'r^Ei-cfeSo 

El 2 5AM12 5Blt ^©ii^ly^TAC^It^tM^-ZD 
(EKB) ®^^ii^^iiBJ-r§HT$)^o 
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-7*n«y^ (ekb) (mi) zmm-?zmT'&%o 

127 ARZFM 2 7Blt *^BJ©t*$S5aS 5/ * =r A \Z & KSft-fb^Sb-fb * 
-7D^ (EKB) (#12) SRlBtSia'Cfti. 

128 2 8 C fcU *»iOtS«ftii'7r Ati5&5Bly U — «ljgi 

© ^ > t- t 1 >r msij*©i¥»i {3 o v^ -t f s i -e & s o 

130 3 0 B(is #^0J3©fiM3 S> * ^ A 3 pgjf y 'J— «3S 

III 3 #3^©««^SS'*7 i AK::i3ttSFgJly ';-«^©x>^^ =r J 

MflUss-T?©*^^^* 5^^^^;®^— ^>*£o^Tt&Bj3t-&iT-£>£o 

13 3{± N #3BliB©ffi«&3S';*7 t AK::i3W-£fgJBy U-^^©^>^^ 5=- 
MS|-etDiSx>r^^ h±te^>5^ 5^ ©K^o^Tl^-T^ IT* 

25 -5) o 

134 A&?>"! 3 4 B(i N *|BW©«««131i'^5 i At*»SPiJiy U— tt£ 
©^>7^ ^-f ©g**J5fc*T?JB^SiJ-:7E KBK:oV^tftHJ3-f 3lT'&3o 
13 5 A73S1 3 5 DfcJu *3S«l©fi5l8«ia^^ A t *M V l> — 

13 7 ARVm 3 7B(^ *fBI|I©tiS**fflS'>;* AKfcfct 2/ 'J— 

13 8 A71I1 3 8 Dteu *»W©«««ia>>^ 5=- A tezfcfcf 3 FSM y U — #j£ 
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(kd o vwmT % * ^ v r j mmr-yfr^j$%mw-r z>m-c° & z * 

14 4li, ^^WCttffi&S^^Al^ttS* — #fT"fe>* (KDC) ©^ 
Iti^T'f^CiJf'fflr-rjH:^ < EKB4/j8jffll7D-ElTJ$5 e 
114 5« N *^0^©tf^MS->^^A tj3»S«fS3i>5 i 'r MlSf©^ 

H 1 t**^©-^ — ^^a-fflS/^T 1 A#itfflnJ#£&n >^>^IB«->X^A^J$: 

3 >^>\y©MBMil!l 1 0 J:3 >f>7gi {Bfl 2 0 tOPlCDr-^^ili, -f 
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Ltiis o^-^'niK 1 2, mmmu i 3, dvd, cDf® 

^f^HfAsfe!), — n >^> ^SMiffil 2 0 ©t^W * £ VXit, — 
yt;i/3>iia-* (PC) 2U # — * ^l/f^W (PD) 2 2, SH&mfix 
PDA (Personal Digital Assistants) ^CDjM^lfl 2 3, DVD, CD7"U — 

>f5<g«2 0 cd^^vw =3>^>yi3M l 0*»6>*6«$n;fe3>5 1 > 

Sll 0 O0i^7D-^ii^Stc 85»?f£&Bl 0 Ofi, Affi^JI/F (In 
terface) 12 0, MPEG (Moving Picture Experts Group) zi — ^yp 13 0, 
A/D, D/A3 yn—*> 1 4 1 %mz-fcXm3> I /F (Interface) 1 4 0 , Rg 
^mm^mi 5 0, ROM (Read Only Memory) 16 0, CPU (Central Proc 
essing Unit) 17 0, * ^ U 1 8 0 , 8B&*£tt 1 9 5 © h* ^ >f 7* 1 9 0 *M U 
CtLS>(i7^ 1 1 0 tZcfc otffiSK:g5lj|$ti'C^a. 
XiHtl I/F 1 2 0{£, ftSB* ft *1B«U 7D^7Af®§i 

;\** i i o_t©5=-f v$ )\<m^%:&m u ^sptzm^-rso mpeg^-? 

^130(4, 110 Ut#t^^tL^MP E G^Yb^ft/t^-* £, 
MPEGT3-HU AW* I/F 1 4 0 IcfcH^-ra Aiti^I/Fl 
4 0 ft* 5 s -f ^^;Vi^^MPEGx>3-b* Lt^U 1 1 0±trffi 

^J-T-So AttS^j I / F 1 4 0(i, A/D, D/A3 — # 14 1 £(*Jj^OT^ 
So Xm-tS I/F 1 4 0J£, ^fr£#t*&£ft-&:3>5 i > , .V£ UT©7±D^ft 

A/D, D/A3>^-^14 1fA/D (Analog Digital) 
t4CfC x x W )]/m^h LT, MP E Gn — ^ y ^130t3tii^-f"-5>J:J: 
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<&C % MPEGn-f y^l 3 O^^Cr^y^Jl/fif^^ A/D, D/A3> 
A-^14 1tD/A (Digital Analog) 3 £ 7ta^feLt> 

Hf-^ai^l 5 0{± N #lx.f£, l?f7CLS I (Large Scale Integrated 
Curcuit) Tfflfjsfc^tu /Ul 1 0 S^L/t^t^^tl-Sn >r>yt. ^X(D^^f 

"T-vm&n^ i i o±fciti±r-rai&j&£j$Oo Bttiift 1 5 ot± 1 

0 ttfiS o ^ T fi^J^ T* US -r § o 

rom 1 6 oii. sa»n*^Ht<k-p , r«ia^ix*7 , D^ r 7A5 s — ^^teiw-r 

§0 CPUHOIt ROM16CK ^f>;i80C 3311 ^nfe7D^7A^H 
Z.k.-£. MP E Ga-rf ^13 0 4>Bf-^#l3l^© 1 5 0 H £ ©J^T 3 « 

i 8 ott, ^ffjsttpt^ y tf. cpu i 7 o ifimmrhyn^^ 

CPUl 7O0l^±^I*r-^^ gf^lcx^-f ^fc=«ko-C^fr^ns 
tS. F7^71 9 0lt ^ &IB®H^ , BJife«c83SjB£fr 1 9 5 £ 

D „ i i o±tai*"r* t 1 i o ^?>uT#t^^ti-g>7 ? i' ^ 

SB»aSE# 1 9 5{3u 09*.fcfx DVD, CDf©)l5r^^, Mlfa^ 
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* k: Bt-t^— # & iem-t s £ w- 3 W * t 43 -5 b&-^4m*i ©«*r*i 

T?&£„ -T*:t>-feSI3^^-rreJB^y- (*) $m©#SI (V~7 : leaf) 
#r;H^O~l 5li, (tiffing & 3 ^{±*©&£:fcl^Tx HI 

— fe s> hS^t'J CfeitttS. HI 3 ©ITSt^tKO 0 0 0-K1 1 1 1 

h^r— ) «ra*e> 2#g©g& <y- h*) tiaras ft&*— : kr 
~k i i 1 ^-tn. 
m 3 t^-ry u — mmzis^x, mjutrju x o & y — k oooo^ 

KOOO, K 0 (K K 0 N KR^ftt§ c ^ 5 {±K 0 1 0 

1 x K01CKK0K KCK KRSBfKtS. t^W * 1 5 fct N K 1 1 1. K 

Kill, K1K K U-KR*Br*tS. El 3 ©y y -KfefcT^W 

0-1 5© 1 6fla©^lB«42fts 5/ y— flljgfc 4|g«^©iS!e©i:nfc£**f«; 

flSfiSi: [sXTjkLX^ZtiK £ < ©t^W y — + *u 

0 3 ©s/ u— flsagic^sns^^-'w^^tt, «^3&i3S«E#s mz.it. 
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d;w ^*^^>?i^bfc S-^w n >^>y*-££lfl-bfc 

g^^li^r^H^^^rD;^ § ^fcm$r$§^{3 zi > ^ > y*4^© 

tts HI 3 tftb^f^^O, 1,2, 3£lo©^;i/ — 

y-h*^r-. U-7^r— fi N % S 1 0©H@3Hr > * t £ r> X if&*£ b "T 

£©y y— ttagtefc^ts in 3 *»e»B§6)*»^ J; a £ x i ti 

§3o©f;W^0, 1, 2, 3iiy-^-JlLt^l0^-KOO, K 0, 
KRIMt^. £©y- K*~#*«j££*!lffl-r*c. ^ 0! *.«#»© 

n >^>^^r— te^n j * o , i, 2, 3 ©atfcHtt-r* i ^^Rrtg^^^c m 
^fc&«ja&tt&ISfT'r-& c fcfc < x o , 1,2, 3 (D^ifii^mcD^y^y 

K 0 0 X^^ih bfclitE n c (K00, Kcon) £ s *yh7-*HLT* 

* ^iti&mmmz^m it ^ o , 1,2, 3tcia^i"rti«> t^w;*o, 

1,2, 3©#i# N ^tl-ZtMDrJH 7> iZjS^XU^S? %>&^S — b*3r— K 0 0 
^fflV^Hg-^E nc (K00, Kcon) S^^tn >^>y : K c o n £ 
»3£ fc#Rj|&*:£*o *i*n Enc (Ka, Kb) liK b^Kati^tBe^ 
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fe3B5j& t fcl^T* =rn4 7 3©m*f 2>M : K00 1 1, K 0 0 1 , 
K 0 0 , K 0 , KR#3ft» (^s>* — ) KJ; Dilf^ntlllfc^ 
L£i§-£\ is Xt- A {t'UXO, 1,2, 3©^;i/-r) "CESSM 

;-H-:K001, KOO, KO, K R &-£*l-?*l*r fe&iK 
(t) 001, K (t) 00, K(t) 0, K (t) RfcMSff 7 s /W* 0 , 
1, 2 £*©H»r:*— %e*.£i&g#&3o eid-es K (t) aaatts iKa 
aaOltft (Generation) : t h^^tc 

$Hb3p — -ruy*? (EKB : Enabling Key Block) hW&tlZ y £ 5^— ^ (3 

r;W7-0, 1, 2 lZ&U;ir2>Z.iHz£^xmfi£n2>o ^Sb-fb^— T'o 

(EKB) fcfc N 1 3 C^f i ^ * 7 U i^i^t 5§ ! J - 7 t § 

t^w t, \zm it mm £ n & * - * ietf -r 3 #> © Bt-^-fb k £ o r $ ti 

3o ^iHb* — y (EKB) It +-11^0^ (K R B : Key Renewa 
1 Block) iilffKti-SJIfcfc&So 
I4At^t*M :3 P-7n'y^ (EKB) tct± % y — K * — ©M*r ©ift^& 

(3 4 BOfllfcfcx i3}:it^'J-I5§*0f;H^O, 1, 2£:fc^ 

— *T*&£ 0 H 3 fr£>fi§£> -5 fc N t^W^O, r/toili, Sl$jV — K 
3r — t UTK (t) 00, K (t) 0 N K (t) R#«&gTJ& £> , 5**4 7 2 «u 
Sffy-K^-tltK (t) 001s K (t) 00s K (t) 0s K (t) R 

i4A0EKBi:^^n5i?CEKBtlili[©^ti^-i!i s tSll§o « 
T^CBt-^-fb^ — fis Enc (K 0 0 1 0 , K (t) 001) T'£3o CJtttr 
;W * 2 ©J^O V —7 3r — K 0 0 1 0 iZ .fcoTBt-^-fb^flfc^if y — K 3r— K 

(t) 0 0 ^/W^2{±s SMOFfo V - 7 *~IZ £ -dT Z (Dm^ib 

=*r- L, K (t ) OOUftSit^gi. i:fcs W.^iZX Df#fcK 
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(t) OOl^ffl^ts 04 A©T**£> 2mm(Dtig^fc* — E n c (K (t) 0 
0 1, K (t ) 0 0) Zm^njmtK !K HlfiV- K*-K ( t ) 0 0 Si^Z 
t^t-tS. WTI*. |4AO±>!p?,2g|0^ft^-Enc (K (t) 0 
0, K (t) 0) H$t^-K*-K (t) 0, B4AO±i»t,lg| 

©i|f{b^-Enc (K (t) 0, K (t) R) 4«f IK (t) R£f#3o - 
13, tJUXK 0 0 0 0. K 0 0 0 1 it 7— K^r-K 0 0 0 tiMSJff 

^tir&^-r, Maf^— uTi&g&©ttN k (t) o <k k (t) o, 

K ( t ). Rffc -So ^^W^K 0000. KOOOltt, .H4Affl±*& 
OH-tft^-Eiic (K 0 0 0, K (t) 00) ^tfLK (t) 00£UK*#Ls 
ttTs 04AO±fr6 2Sl©Hfft*-Enc (K (t) 0 0, K (t) 0) 
£H-5§U Mfr^ — h*^r — K (t) Os H 4 AOl*^ 1 ©Hf-if ft^— E n 
c (K (t) 0, K (t) R) ^If IK (t) R£f#3o £<Z>«fc 5 5* 
*0, 1 , .2f±M*fbfc«K (t) II 4 A© 

i2i 3 izTjk-ry v-mm®±tiL®><D;- k^— : k ( t ) o ,k ( t ) R©Mff^ 

^Stfe^ y — K^r-K 0 0 ©«&©H*r#LS S»-&K:tt> H4B© 

^SMb^r-rD y £ (EKB) ^ffl^SCtt's M*?^— K3r-K (t) 00^ 
t^W * 0-, 1, 2 {CiB^-r-SC 2: -5. 

EI 4 B t^tEKBtt; 09*«4$^©iOl/— rC^-C&^-f **rfc£:3 

^-Tl*!©^^ * 0 , 1, 2, 3#&3§3^ffc£m^T:fc $f£ft#il© 
=i >^> ^ 3r— K (t) con^It-feSttS. £<D£%, t^W^O, 1, 
2, 3®WS07-h*Jr-KOO§IiLfeK (t) 0 0 ^ T«f fe ftftS© 
!g«f3 >5^>^^r- : K (t) conSUfftlfeT-^Enc (K (t) 0 0, 
K (t) con) &m 4 Bl^tE KB £ t <b IzmipT & <, £ ©E*fr£ «fc ?K 5* 
;W ;* 4 fc£ N ^©^©^-^©^f^^T&a^n&v^-* i: UT© 

•r*fc*>, tVW;*0, 1, 2liEKB§iIltHfeK (t) 0 0£ffl^T 
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±m^^m.mr ti«t\ tm&x-(D-=i> : r>y*r— k (t) c on%mzz t 

0 5 11, t ^^T-©n >^> y^r — K (t) c o n £t# 3#l3I#l £: Its K 
(t) 0 0 ^fflVNT»ffc*±til©^ >^>^dF-K (t) c o n^Bg-^Yb Lfe^ 
— *Enc (K (t) 00, K (t) con) <h HI 4 BCStEKB £: 3c 13^^ 
ft^^ltgf bfcr;^7 0©ffii$Stc "T^to^E KB^cfc^Bf-Sf-fb.* y 
■fe-i;r-^t3>f >7^-K (t) coni:Lf;^f^5o 

S 5 t:, T^W^Ofciu IBa^tt&j^^ti-C^^) ffi:^; : t B#^© 

EKBh g##^#)*&i^LTl>3^ — F^r — K 0 0 0 £M ^T±xfc U h |1J«© 
E K Bi&ElK: cfc. t) N y-K^-K (t) 0 0££/$-<r3o ^UfcHfr 
y-K^r-K (t) 0 0 £JS^TM$r^ >:r K (t) con^lt, 

<;-7dr— k o o o o x-Bt-^b u-tf§ 

[EKB(Z)7*-Yy h] 
13 6 \zm$Mh*—7u v >? (EKB) ©7 3f — y YM^mt* j^ — V a > 6 
0 1 (i, m$hib*—7'Uy>7 (EKB) — V 3 > £^fI$£'J^-e 25 3 o 

^ - a > (±««f © e k b £ irnsu -r & mm t^y^y^t o mm * ^ -r^tg 

£}fo 0 ^T^ti, *3Mb3r— y * (ekb) ©EtfflsOT^W 

H«y 'J — ©PgJBR&^f. 5 s — *#-f 6 0 3 tt N tM^r-7D y ^ (E 

KB) *£&©tts&^-r*'-f -c& # ^<!W 6 0 4 

TiJiB^^-So i7A^S17Ctliv t^— * i: LT5tKi4 A T'OT U fc;&$Hb 
^_^ Diy ^ (EKB) *3@SW-rS«&3S LTV^-2>„ ZCDmcO^-ZlZ, M 7 B 



WO 01/78299 



PCT/JP01/02929 



22 

h->7;-F7Fb7}it^, ^©^^(i. h*-(Dmm*-K (t) R# 

^tlT V^©T'. h y TV- KT K b^liKR h & § „ £ © £ ^ ^!lx«^± 
S©r-^Enc (K (t) 0, K (t) R) f±. 121 7 A ihPgJS V 'J - £ ^ 
tfitt^So cCT\ Enc (K (t) 00, K (t) 0) T- 

#0. fcv>»-&Ji 1 #t£^£ti-5o ^^tt (L) £ (R)- i: b 

TlS^^nSo I±g©r-^Enc (K (t) 0, K (t) R) (D&lZtey" — 
*#&3©-t% L*^=0. fcfcfctT 5 — * #&Va©T% R^^=lk45. filfx 

*^*Ji, f-^Enc (Kxxx, Kyyy) 'J-ijIfflircHfilLT 
Enc (Kxxx, Kyyy) . . . f± N ^M^Bf-^-fb^ ©jRE!^ — * 

ASVI2 4B^iaiil3Lfcftj&©<fc5KII&^fb5 s -- * tM^tfc;- p • ^ >5r 

0 :Enc (K (t) 0, K (t) root) 

00 :Enc (K (t) 00, K (t) 0) 

0 0 0 :Enc (K ((t) 000, K (t) 00)) 

0 6CIot, EKB7*-7y fto^t^&tBiWti. (Signatur 
e) Ji N ^3&-fb=*— :/n y * (EKB) £36*? LfcfllAKfcgaUr n>^> 
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x\±m&$im\z&-?xjEmt£^M*— ?v v z (ekb) mft^ftmft^tzm 

$}]{b3c—7vy? (EKB) X%>%^ £.%mmT%° 

% w x m <t t a m Bfe (3 o u x u t m. m -r „ 

H 8 A&IFS 8 BlddCD^— ^^figS^-To II 8 Aid ^ JC&^T, En 
c (Kcon, content) 8 0 1 teu 3 > ^ > y (Content) |3>r>^ 
Jp— (Kcon) -C-B§-^<b X^tz^ — ^Xtb t) s Enc (KEK, K c o n) 8 0 

2 3>5r>y3r— (Kcon) £n >5^> ydf- — Ht^ — (KEK : Key En 
cryption Key) Xtfkmk^tz.^ — $ Xfo D > Enc (EKB, KEK) 8 0 3li, 
3>^>y3r — Bt-^^r — KEK^tM^r- V * (EKB) tio TBg-^-fb 

CCTS 3>r>-y^-litf^-KEK{is HI3 T-m-ry- K^r— ( K 0 0 0 , 
: K0 0-) N &6 Va&;V- (KR) g{fcT*&oTfc£<s it^-P^r- 
(K 0 0 0 , K 0 0 •••) s $>3^{£;i/— h ^r— (KR)-t«kotH^fll$nfe# 
— X& -dX% 

EI8BteJu VrV^^^f-f T£§3^£fts * ti^ft A* PI b E n c 

(EKB, KEK) 8 0 5 %mm bT ^ 3 ^©$^$1 , H©«fc5ft«lJ5R 

fC:fcVM:te:. ^^-^ {3fsl tE n c (EKB, KEK) Scttim*- * £ i: < x E 
nc (EKB, KEK) £ U > # "T £ U > * ft £^ "T ^ — * — 9 Kfl-ftl f 

SI 9 ^zr>^>^ d r — Bf-^*~ KEK^ m 3 y - K ^-K 0 0 &J5$f 

LfcMSf^-K^-K (t) 0 0i:lt«^Lfef^©^^^to Z<DM&. M 

3 ©^^H^^l/-^^"^/*^ * 3 08 D U 2t? 

1, 2£.ttLxm9tzwir*i9bih*—7'tiy& (EKB) fc N 3>^>ydr- 
(Kcon) S3>r>^^ Hf^* — (KEK = K (t) 00) -£-H£-^<bLfc 
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y" — zJ>7->y (content) £r?>^>y3r — (Kcon) T-Bi-^-fh b tzv* 

El 9 <E>£ffiflJcB: N t'^-T ^ 0 * 0 fix 

£?\ gfHb&#$jKb*— :7n y ^ A>6> g ^©ff^ff % 'J-7^-K 0 0 0 ^ 
V>fc&-#4MK«fc »K n ^^-Bt^^r- (KEK = K (t) 0 0) 

t5. i^C, K ( t ) 0 0 i:i 3 t) 3 >:r >\y*-K c o n£^?# bx 

*&l:3>f>-!y*-Kconl:J;D3 >^> ^©^-^^ff -5 . :ft60lll; 
<fcDs r/U^ OfctrJV^i/y&filfllRJt&fcfc*. r^W^l, 2 £ £ ^ t «■ 
❖ M*:5jfllfI-CEKB*jait4Ci:CJ:^ 3 > > y *-B£-f* — (K 

ek = k (t) oo) *mmirz>zhb^mhtzt), mm^^y^y^^mm-r 

i3(:^t#ffl^l/-70f^U^4, 5, 6— l* N ^©IbHII©^ — # (EK 
^>y*-fl&-3*«- (KEK = K (t) 0 0) 5 £ il § & TO 

n — (KEK = K (t) 0 0) ^^#1" 3 £ £ 

£©«fc5£x E KB bfcn >^>y3r — ©IBs££fl^tUfx ^r — #fi£ 

&£x ^jj-fb^— yuyp (EKB) „ rr>^>^^ — . Bg-^-fb 3 >5r > 
— yuvt (EKB) N r3>^>y^- N if {b3>r>^SD VD, CD§© 
te^ftfeBf^b^ >f>y0t^l;tt, PJ-©IBS«£#Kte**£ fife* 8Mb* 

(ekb) om.^ izx bnt>ti2>=i>Tyy*~-*@.m-f%>&oizM 

J*t-tl«x ^&IE^Jf f'J#©<fr#^-r.z> U-7^r — x K3r — «fcoT©# 
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m 1 0 iztmmmz^^fo^ > r > V b £ te^mfc*-?' n (EKB) 

(ekb) zMfotttttzT-* tmmzn, $ ^ t^-^a yuommt*-? 

U v Z ( E KB M) ftfaftfag Z> 0 WxliEKB_lli3>f> l 3/C 1 £ 

Bt-^-fb b£n>5r>y*-K c o n 1 ££j$-r3©l3ffiJE£*u ^JiliEKB_ 
2li3>T>'j;C2 SBf-^-fb bfcn >^ > y*~- K c o n 2 ^^^^-§CD(3^ffl 

2*i3o COflycfcju ;t-^ 3 >M0t^b^r-7'ny^ ( E K B M) #B3^ 

mfalZfeMtftl-Clo D>r> , yC3 ) C 4ti*3&<fb* — ?"n y * (EKB 

M) tdfcfJ&ttW-e) tlt^^CDX-s *3*HKb=¥— :7n y * (EKB M) ©«-^fc,fc 

Da>T>yC3, C40J>r>y^-S3tllt5ui:4«-eg5, EKB_1 S 
EKB_2 Ji^-r **£«j«3;lxTV%&VN©*e. 0ffc&J!l#fc3^ WjtK^yh 

tSft5fe»CMftEKB_l , EKB 2 fcBtfff & 3 b ifi&M il ft % <, 

mi lAsvBi lBt, isjkotvw ^ht-^ a^si*-**^ 

©E KB %mm bfcn >^>y 3r — ©IBft^ #£5fe©3 >^> IV * — IBM4M© 
ibigc^l^^t-o HIl lA#Mlt-$!3, Hll lBi)SM©W^-7D 
ry* (EKB) b fc#]T« % o HI 1ASVEI1 lB^&V^Ka 

(Kb) fcfc, Kb£KaT?ll&^bUfc7*-*-e&3;Li:&5*"*-o 

HIl lACStia^ ^-*^§{f^©IEiH££figIgbs iifc^r- 

*aB<g ©Bt-^-fb^Sf-^ffl-r^-b y >> 3 >*-K s e s fc^-T -5 £ #> ^ ; &7 ^ ;^- 
-< F^fc&VMTs M^M^'lt^^M (AKE : Authentication and Key E 
xchange) £Hfrbs W.HS.'&J&m. tfciii^^tttltt y^aV^ — Ks e st 
n>5r>y*-K c o n£B£^bbT^m-r&#LS£*T&oT^£o 

09 A « El 1 1 A©P Cfc^Ttts SiOfet y ^>3 >^F— TJHT-^-fb bfcn > 
^W^r — Kses (Kcon) £Hz y ^ a >^r — T"^-*§- bT K c o n £ft £ £ 
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M 1 1 AlZ&^X, 3 >r>7 7D;W Ull A©ES^^W X 1 1 0 

^-rs^-a-tis Eli i AizTF-f &o\zw.%£$&m%$k'n\^, zn^ncD-teyi/By 

ft-ofc-fe: «^>3 >^r— ^ffiVN^^ ht-H§^-fb=2 >^>\y^r — *t§Lt I3>^> 

— ^1 lBOTSi^ttift^-Zny;! 7 (EKB) ^fiJMUfe^J^fe 
3>f>'^D;U ^fr £>*$J-fb3r — y ^ (EKB) ^£jKb3F- 
— ^0>y^7 (EKB) ©Miiaot^?>n§y-K^-, V ^r — SC<fc 

ot3>r>^*-Kcon^ftLfef-^ (lfl)«tlJKr o o t (K c 
on) ) ^SBMt"^) IhHJ;^ IgmbfcEKB©^3i#fai£;M#§£:fe^T© 
^r3>^>y*-K c o n It £ £ £ #"5Jt££& 3 0 

tot, $!;U;£iai 1 B ©£Sg \z ofrmm nrt£&*$Kb^— >y * (EK 
B) ££fi£bt:. ^©^•^j-fb^r-^o *y (EKB) i:. E K BWLM.IZ <fc o 

YbUfcT* — *S#*T33§-5£ fcfc«fc tK § P C N m£m%%m&s 

-fe y f> s >dp — {3cfc S n y * — K c o nO^-^-fbMS h o fe^M^Hfr 

IBM £ i:#RJs£i:&3o 

ft^&^T^ST^&^^b^-^n y * (EKB) ££fifcUT\ ia«-T3Cii: 

y Z (EKB) £^MLfcIgIIE3r-©I3/t 

5$) ] 

±34©%ab-fb^— ^"n v ^ (ekb) Lfc^— #&i>^«* — ©@2fi£ 
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*^mx&z. ci©ggBEftLasviii5£Si*as*^ifT'r*iigu:<s&ffl'r4 

ll^r-Kak e &±aE©^3b<fb*-:7n (EKB) ^ffflltr;^^i; 

i 

Ell 2^, »»«l»^#5*;&tf^fc*i:SBBE3f*S (ISO/IEC 9798-2) S^lTo 

m 1 2 t&u-ty;. *®MHt^^^;i: bTDE s zm^xv^zifis &mm*%^i3 

&X&tH£ifc(DJi&,<b vJMZX$> i>o BI 1 2 fc^Tx fifx B#64tfyh©5L 
itRb^ifilLs RbSvaaoiDTfifeSID (b) SAtgfitS, 
MbfcAtts Jf & C 6 4 K y h OftftR a $4fiS U, R a N R b \ ID (b) 
©jUt; DES©CBC ; E-KfiKab*ffl^tT-^^Btf{bb> B^MSi 

(-*S^-r§MT-fe^ D DESOCBC^- ^ffl^feiK a blc <b#LS 

ttx 09*kde s &m^fcmmizjs\,\x\*. mmmtR a. tomMmmm^^ 

#K D E SRg-^bSBKi&VM:, iK a b £J3<^T Bf-^b b. Bg-^E 1 U 
KabSM^tfffliU Bf-^E 2 J^l, Bf-^E 2 £ I D 

(b) £®&mmmMm%&&>, DEswg^ib&iz&^x^ mKa.b&m^x# 

^ihLXSil&Vfr^XV 3 tlzk-oxmm^ — -!? (Token-AB) 

SS^rtttttttiftKab (8SSE*-) ftf S . §ir-^©f-tib5 

i*ttx e^XE 1 &BBE3r— K a bt^ib b. atRa^HS. ^t^ 

Bf-^E 2 — K a bT-^^<b U ^©£glH£E 1 <DgM&a?Jl&JS*D&:R«>x 

Rb^4.|«C, »&-5:fcE 3 &gffi*— KabT?«*<(bbx €©SIi:E2 
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<DgM&«Jlft35fn£2£«K ID(b)£f#3o £ ? bT?#£*ifcR a, Rb, ID 
(b)©l*k RbXtfl D(b)ff. B#j£Mb& *©£—»*" So ^® 

mzBte, BSE^Cffiffl-TS-b y ^>3 (Kses) 
SefciU a**fflV^) o ^E-bTs Rb, R a \ Kses©«£. DES©CBC 
^e— FTffKiE=¥— K a b g/B^TBt-^b bs Aic}I?£-r 3o 

3 a LXmh ftfzR b, R a n Ksesffl^ RbSVRa^ AtfSHSbfc* 
S^tftSE"*- 3. iCttSEtaofe*^ AfcfcBfcjE^fc*© h Itl 
SVNK*B^£KfiEUfc&Kt±x -fev'>3 >^-Ks e s (±. £HSE&©« 
© fe #>©#»«l £ b TfiJffl $ ti * o 
Sir- * ©I&G£©I£Kn ^IEs ^— SttfJIo o {is 4B£R 

IiE#£Jfcbfc&©£. bT#L3I£4 1 l»T-r3o 

±5*©BSE«!i3Sfc:i5VNTttx A, BtittSS©®®*— Kab &&3fr*-So 3© 
^liKabSl^O^^ft^-^o (EKB) UTt^W * fcEM 

0S;tfcIs ® 1 2©09"Cfci:. A, ^B©^T;ftfr#«#^^i£&*$Hb*- 
— ^ny* (EKB) &£j*LT£fiBbfc*aMb*--:7ns>* (EKB) £ «fc o 
T^SE^-KabSHt-^'fbbTs M^fflf S«lfiEi: bT* «fc^ b. 

3##:r'W * A, B C^tbtl* ^iJffl W^ift^r-^D >y ^ (EK 
B) ^Uf^HXA, BCjktUt^LfcSW-^l 3 ^ (EKB) 
lz£^xmM*-K a b £ Rf-^ lb bTfB« bT&£V^ 

EI 1 3^t5^ 1 4 ClfcjROT^W *C#Si©BffiE3r — K ak e g^SMb^— 7* 
ns>^ (EKB) K:iotEfit51dc«Swt. 0 13ttr/W^O, 1, 2, 
3 £*f b-tm-sg-BlfgftiStlE^-K a k e £IBM TSflU IHttf^WXO, 1, 
2, 3 *©tVW * 3 * V (M) LtrM^O, 1, 2t»bt©» 

H 1 3 ©^O-t-fis H«f ^ - K*-K ( t ) 0 0 CioT, H*-Kak e £ 
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m^lh b£^— # £ £&tc s 7. 0 , 1, 2, 3 lZj3\,^X*tl*tl(DJSir& 

y-K^-. U-7df— ^fflO-CMSf^ttfc^— H^f— K (t) OO^m-^Rl^ 
fc^rSgrYb*— :7n y * (EKB) ££££ b TfBfa f -5 . * MtuOrK* * fc^ 

nfcy-K^r-K (t) 0 0£|£f#bx ifcftbfcy- K*-K (t) 0 0 

S^TBiH^fbSixfcKSE*- :Enc (K (t) 00, Kake) 5t§tt 
IIIE^-K a k e £f# 3 3 ifi WIS i: & i> . 

^GDfli!©7 i /'W * 4 , 5,6, 7 •••(i|5l — (DMvkfc*— ?V v & (EKB) £ 

$nfe^-K^r-K (t) o o *wm~*z> c tfcVMD-t?. g^^iE^^^ 

— 0 14©ilt m 3 0^#tH^e^;^- T'K&l^T^W ;* 3 -hK 

(EKB) ££/&bTfSM b£09T'&3o Bl 1 4 te^-r^Strtb^-rp y * (E 
KB) BSE* — (Kake) £y-h**- (K (t) 00) fHf-^b b ^ 

H 1 4©^{R0{c{i, m-%^M%7jklsT&Z>o TSUXO, 1, 2i£, g 

tzm-^mmiz*. d n mt^-f*— (k (t) o o) zwrn-fZo mz. k 

(t) 0 0ia§tf(a^I^-Kake$^#tl,o 
|3i3ti0^;i/-7Of/HX4 ) 5, 6 •••(£. £ ©IW®^— 9 (EK 

y _ ( K (t ) 0 0) 3 Z\ tifiX gfeW. Hii: <Jtf-££ftfc 

h'dr- (K (t) 0 0) -T* d #"e§t\ jE^j&tiiws^-rs^^^ 
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f g b ft % o 

L4kmmmut.*i%i{b*—7'uy# (ekb) MLfe3>f>s'^-fl)- 

IBM] 

^MM^SMb^r-^n y * (EKB) fcffiffi b fcn >^ > y *~ 
^MPf-^^i: bT E C C # N HttfcSrattHt-M 3*T5 & ft« O 

-TtiT-*) <fcVA 0 Sfcs iif>fX« 16 0K«; h-efc < Tfc.fc^o H 1 5£:i5V^ 
SfB^ 6 4 try h©3LffcR b££/$U AtSiti. iftSSMbfeA^ 
Srfct 64ty h©SL|StR a&VSRftp <fc D 'J\ £ V^SL^f A k £ o * bT, 

^-7*^ >hGSAkfbfejSAv = AkxGS*^ Ra. Rb, Av (X 
m^ilYJSSM) t*fTi>S-?*SA. Sig^iib^ A ©£^§I1M« h £: * 
^Bk:5g396-ra. RaSrJ f Rbtt*ji*n64Kf b> AvOXSlJ: 

YffiaA*^n-?n 1 6 o try b^fci>©-e. 4 8 try h t^ttsi^i^ 

A©&f8ttSEUB«N Ra, Rb, Av, M^m&A. S i g *Si bfe B 

bs AcD^ii^jRDtBto ?bts & t> in vtzAcD&mm^m^m^m^, a. 

S i g ?&^iIE-ri)o 

}fefc: N B(i s iHifcp,}: t>/h£^SL*Bk&£j5ft-rS. * bt. ^ — *3JW > h 
GIBk<gbt^Bv = BkxG^fc, Rb. Ra, Bv (xmUbYmm 
i:Mt§i?ISB. Sig^^U B©£^$tfEBjj#£: £ <b K AtzMm-tZo 

B(D&mmmmm. Rb, Ra, av % i^isb. si g&&m b^A^u 

— StbT ^fc^f-rfi, B©&IBtttiEi?l§#rt©flr?S££KIEJ^©&ia« , £*fciiE 
b, B©&Hfit£$lD m-To ^bTs S3it>£BbfcB©&gatt£:Jl^m^W£B. 
Sig^^lf^. tt^*£©tftfEfcJ5fc«jUifc:&x Af±B*IEiS&%©i: btB 
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t \sxm%(Dmm\z®.m~f% (#a«n&-s& 64t^ hMso^^iiiBt-^i: bfc 

o &*>3A,> Yj^1llfr£>iz^>3>$t££/&b-t i & < fc^U Tffi6 4fcTy 

HI 1 6 tc^waSffifc^aMb*— y * (EKB) fcteffl bfcn > y 

ct ot«-£»?I«fefcE KB ^4fi|LT, Mfr^ - K * — £ «k SB&^fb fclSfr bfc 3 
>^>y*-— E (Kcon) fM*-rn^ (EKB) ^PClffll 
EE#L3It3;fclM:£/$bfc-te y a > — K s e s T-Bf-^-fb bT P C KjSHS t* -S . 

fcr3>^>y3r-E (Kcon) fc N *j3&-fb*- ^ n y V (EKB) ] Stj/«> 

CMify- K^r-^cfc^Pf^-fb^H^fb^^V^y^^-E (Kcon) fc, * 
aflj*-7nyi? (EKB) ] mt5:kC.toT3>f>!!/*-Kc on 

«fy— b**— iz^zm^fozmif b^n >^>\y^r-E (Kcon) mmt 

*—7uy& (EKB) ] tfmm$tl%<DT', ^-^-Oiai) 5 ^^ 
[7D^7A3-FO*M*-rn^ (EKB) bfclBfs] 
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mmt^-— y # (ekb) ■&m^'cmm~?z>mi&*> rJb£t-&& 0 -r&fo*>E 
c o m j& c o v \ x m m -r 3 . 

El 1 7 i:7n^7 An- H**Sb-fb^— (EKB) <z> 01 ^. « M 3Jf ^ — 
h'^r— fc. .fco-CBSMf-fb btr^W 7^T-?£if -r*0!l£wf « 5 s 71 70 lit 
5r;W 7 1 7 0 2 CD^-fi) y — K^r-x u — \z «fcoT«^RTB&ft3f ^Hb* 

-7n^ (EKB) Wb^-7D>^ (EKB) Jl*f J — Y 

df- — T?Ht-)§-jffl,aUfc7'n^9 An— FS^W* 1 7 0 2 tSIStS. 5 s ;W 7 
1 7 0 2 ligfLfcEKBSjailltllfy - h*3r-£imb-£s $ £> £8t*# b 

HI 7 £^-r#0T*f3u f 1 7 0 2 ti5l^tf bf;7D^7A 

17 0 1 J&s^Olg^CS^Ts $ M3^31£;^fTl-3^J£^ bTV^o 
CCi^CtM^-^f (EKB) mmt^r-yXJ y P (EKB) 

C^ft^V^^^^^^-S^^^^ffi (I CV integrity Check Value) £ 
y^fll (ICV) ^x^btx 3>f V^tMM^tx I CVOli-f tiDs 

n >5 l >yafcfi[©^^lft* J l s d^'^■s«l3l«lfifct:ov^*cl^ifflt•s. 

n > =r > y © -f > 5=- ^* U 5 s " -f • ^ x y ^ (ICV) B\ 00 x. it =» > 5=- > y 
Sf5^^>aH»SI^T3HJn, ICV = hash (Kiev, CI, C 
2, •••) fcckottf-JSCSftS- KicviiICV4^-tfe5, CI, C2li 
3 >^>y©tf$BT-fe ?K 3>T>^oIIii0^-^-i;OT^ (MAC 
: Message authentication Code) £ ti% «, 
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d e sm-^mmmm^m^tzMA cmsLf&mzm 1 8 izm-to mis ammtz 

^y-b-^&Mlx M2, • • \ MNttli) x If, (Initial Valu 

e (wt> ivtt§) ) i:Mi (Dmfommmmit (^©^m^ iut 

5) . IUDE SB^bSUCA^ H (WT> Kliiti) ^fflVMCf® 

^CDttS^f I 2 £D E SHiH^ffe8P^Afts ftK 1 &/B ^ T Bf-^-fb 1" § (tiJ^E 2 ) „ 
t^feENAM yfe — ^KSEW-^ (MAC (Message Authentication Code) ) h 

ffl^t3>r>yfflr/T^'Jr^ • ^ay^fc (ICV) #3=fi££fi3o- B£ffl 

©£e^£ £.&&mztitzmz.i£^ y^yy^mmiz&mvrz i cvt. ifffef-^ 

>^>yf3S-3v>-t£jEifeLfc I C V t ^ib^LTlI] — © I CV##^n«3 > 

i\ -5 o 

l^^vtm (ICV) ©^JE&^P-K i c v£E KB £ £o-£lB?iT-r3#l 

&fc: s 3>5 1 >\y©^>^^U^'f -^^y^ffl (ICV) — 
i c v£±M©*§3Hb*-:/n y otMt^ Iltoivt m,WT -So f 
&;fot>EKBf,: J;£flf-i§<fb;< >y-fe — ^$n>^>u/©-r l> 5 1 -r • 3=- 

^y?m (ICV) Lfcflt^^o 

^-Kicv$W + -^D^ (EKB) iz £-oXmm-tZ>m!&ffl*mTa 
m 1 9 fcfc^W ^ 0 , 1,2, 3 £*tL-C«^-pJi£&^ y ^tt^J5&^-K i c 
v^iHMT^^Js 02 Ottf^H^O, 1,2, 3 ^©t^W * 3 £ U * 
(#£l&) IXr^W^O, 1, 2 (3^Ur©^m-^nJtg3&^^ y ^flt£/&*-K 
i c v£13{a-r3#J£^-r 0 
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m 1 9(Dmx-it, MDt^-K^-K (t) 0 0l:<t?t, m£.&* — 

Ki cv^Btf{bbfer-^hJ:%tv r^H^O, 1, 2, 3C^t?ji^ 
tKO^fS^— K^lr-s y — 7*— 4fl§^-tH*r3ftfc>' — h**-K (t) 0 0 
&m-^WH£ft*$Hb^-:7n y ^ (EKB) btiBMI" -5 . ^tt^tio^ 

»K MUf^nfcy- h*^r-K (t) 0 0$)SflU ^J=n ^fbfcy-K^r-K 
(t) 0 O^ffl V^TBh^-Ajc* tifz^ ^- y 9 MQifiSL^- — : E n c (K (t) 00, 
Kiev) 5t^l,tfx-^fi4fiE^-K icv^f§ d £ #nJtE h & 3 „ 
*©flfe©5VW X 4 , 5,6, 7 -{iPI— ©*$Hb3r— 7*n y ^ (EKB) £ 

Sftfc^— K* — K (t) 0 0 #&V>©T% S^^iE^^T 5 

— £ N I2 2 0CD^{±, BSOjaS^H^^—^fc^-CT^W X 3 ** N 
0! J; t> U si?— * (j#Bfc) SftT^S i; Lt, flb©^;i/ — > 

(EKB) ££fi&UTl3«Lfc#|-e&£o EI 2 0 ^^-r*J^-fb*-7n >y ^ (E 
KB) fc x (Kiev) (K (t) 00) 

H 2 0 B\ «-^JW£** LTfe^o rrt'i X 0 , 1, 2f£s *?\ S 

fea^SlitiD, Hif^-H^- (K (t) 0 0) £Elf#ii-3o K 
( t ) 0 0 IZ i^ffta D v ^lit£j?fe*-K i c v 3 » 

m3te7jki-{fe(Dy)]/—7'(D : 7 : ^<< X 4 , 5, 6— <L ©[p]^ffl^ — ^ (EK 
B) %%mvtz£\sX<b, iS©Mt^'J-7^- y-K*-*JB^TH*r 

(k (t) oo) sstft-rsch^-t'^&^o <*n& 
h-^r- (k (t) oo) sstftsiifc^-esfx jES&ttw&^fST^'W* 
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CLCD<fc oUzi >^>>y©-f ^r^'Jf'f '^-aiy^ffi (ICV) <£ffl^£>C£ 
K«fc!K E KB £V&*4bzi >r>y(D^fjEzn tf — £»-T -5 3 * -So 

fcf IH 2 1 ASVB 2 1 B o £ N n >^>y C 1 t =J>y">^ C2 

n?n®^>T>y*-%m%^mte^M4h*---7uy>7 (ekb) ttbizfa 
%o e kb h^m\j-=i >^>y<Dzi t-«nr#gf& »k ^ti^E kb ^fi-^-qrte 

^>r^Jf^ • ^-aiy (ICV (CI, C 2 ) ) ZfeWir 2>Mm £ "T 3 „ 
(ICV (CI, C 2) ) (is 3>f>^CU3>f> i yC 2t;nr> 

V = h a s h (Kiev, CI, C2) ^Itl^. |2 IB 0^fi£{3 43 ^ T x 
* 5 s -f 7 s 1 (-(ijE^^n 1 k3>f>5'2 3>r>fC 1 

t3>r> i yc 2 ic-Soi^ >^^U^-f • r^ytm (I CV 
(Cl, C2) ) &fa®i£tlZ>o ^r-f 72ttt]EIC3>r>5/l#fe 

3>r>'yC 1 ££"3^T£j5e<*tlfc-f >f^ l Jr^ • (I 
CV (Cl)) A«te«|*tL*o ©Affile fev^tx ^f^THitStt^tifc {E 
KB, 3>r>!y2}'S^r^72l:3K-Ufei:t5t/^T'f72t N n> 
r>^fx-^t§|ffcl:WSi:ICV (Cl, C2) ft5 £ 1 £ 

& £K ^^-f yizfamZftX^ZK i c v (Cl) n>^>\y©3ta 

CVf x'^^H'frtts £J$I C Vi:*Si^ I C v©-gc£ipj9iu — gCbfc^ 
ffi (ICV) fc^fefc^— *££^T£j&*-*«j*i: U"t 
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& <fc V>„ ttcb*>I CV = hash (Kiev, counter+1, CI, C 
2, ■») -oXmWTZMf&ftZo CCtv #^>* (counter + 
1) ICVcf^MStlo-f >^U^>h^Jx§ii:btI^t§o 

$ & 3>^>»y©^>^^*U^^ • * y # ft (ICV) *3>r>f i: 
PI — ^ 5 s -f 7MtSi: §&^flU5S£:l3^t»± N n>^>y<zw>^?" 
y^ • ^-ay^tt (icv) *ziy^yyh\zm®* ; rj7±\z.® i m-?z>mi& 

V^r-f7C3>r>f*»«lt5»^ IrI — * 7 s f T \Z. «f > 5=- 9 V r J • 9~ 
(ICV) %femir%£ I C V©*£}&*#^IEft £ £ 

— ^ (^l^.«check-in/check-out N move) £ I C V £<£J1 T % ffijftt T £ Z. k. t 
C©«|JES0!I*EI 2 2 t^f. 12 2 -e«SS«&&»#Jfl 5 s 7-$>ii1f ©MO^ 

on tr— p^it^oi: £ titv^vM ^ -r 72 2 0 1 C3 >^ > y ttx c 

n&©3 y^yyizm-tzj ^r^jr-f • ^ y (icv) £ N -tf # 

Sftl:7^^^t§3 fc©fFqT£ tL&l^X f7i/>±©g^S^f 72 2 0 
2t3^Mb. JL — If fccfc<5^IE&^ >^^*'J^^ -"f xy^f (ICV) ©*£■ 
Sl^.*l»ihbfc^t!&So c©£ 5 IT^ «il^f^72 2 0 u« 

f UfcT;W7^^T^72 2 0 1 ©H££SSfr"r*fi8i£5fc* h^>>T»fe.g>P 

-h\ f-^SIi»fli*-rD^ (EKB) i:i:^{3Bt-^YbbtiB«1-^^ 
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Mv 'J— *tj6(Z>*±©fc:fcfcx ^— h *-K r o o t 2 3 0 1 #§8:3££*u &LT<D 

$*mmiz.&;— k^t- 2302 jpgs^stw srsctts u — 7^f— 2 3 o 3 # 

0i*«EI 2 3 ©^M^gCD lo©;-F 2 3 0 5t(i*T3'J [^t'J^r^ 

t4 ^Sffifli bfeti^fcTOW^S^trA^rfy — t b 

TiS^^ti^o f «Rt)"fex y — h* 2 3 0 5 £^T^^ ^t'J^f-f y^(Diiy^^V 

3- 0 5 £D 2 ^Tffl^ — * ^ U *5=- Y y # £{£ffl bfc^W ^©#^3 U fc: 

^^n^it^TJ^rf U y — h" h bTs ©y- K ^IS^-T-So $ £ 

fc N if7"AT3'j; - K-e&SS^JSS©^- K 2 3 0 6ttT(^ 
©a^rJ U fc^£ft*W*?i£*llffctt&*B©v''- b* 2 3 0 7 tfKJtStu 2 £ 
£^©T&£, WIRS^HIIB^SmfiSOjb^rf UC^*n% [PHS] 7-K2 
3 0 8 J: [J8*jr«B] ^-l« 2 3 0 9 *S^tSil:tftg5. 
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-Ft UT®!£*-iltfx p<-*-fflIS^-r^y-A^llf X Y Z K-tr©]g;&y- K 
— h*^-&T©7- K^r— x >J— 7^F- — fc«fcoT»J56SnS^a&'fb^— 

v (ekb) %£m\s-cmmL, m&s- y^tcd^^^ ^iznvxcDfrmm 

rJ b6 ft 7 s — * #IBM rTb! t & 3 - 

£©£•5 tlx 1 o©y- KSMi: U Ut. Ji*T©7- F£^©JIj£y- 
£|^life]!iT3"'J, & :7 ft ^rJ'J ©Hit/- b* £: bTig^-r^^^fc 

7uyp (EKB) 5»gC4ilTs Tl^y — b* WTtlt 3 * fclBfi 

f a#fife* s WIBi:£ *K 3gj&>> — h'CJBS&V^©*^ U ©^ - KfcJR-T*^ 

C1KB&EKB^<fc5^— !BM«fi6 ( 1 ) ] 

g, j <D&J- Y\Z&^XW.^mt£Mmh*-7u v tf (EKB) S^figbT 
IBM T 3o 

^fJ^.«M^f;i/— h ^r — K (t) roott3>r>^^-K (t) conSBf 
•^bflHSLx E KB t h<MclB{f -T3*l-&£%x.£ 0 d©^-^x f/HXa, g, 

j {is *ft**i#i8 2 4 Btc^-r u — 7jSitps— y*— %m^x^ ekbc^i 

^UlrbTK (t) root^Wll^ 3l» b&3i«f;i/- h K (t) roo 
tt^Tn^rV-^-K (t) con0lflISifrli:3>r>^^- 

£©»-&tCj^£ftS*8Mb*--?*n y ^ (EKB) ©#/*!* x 02 513^^ 
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x o iztz% a m 2 5 izfjk-t mmfc^-yn ? * (ekb) « s ft©i6TUBib 

3fc*S*-fb^ — 7V y # (EKB) htbfeASot^^^f^ot. 

137 c zm^xmm Ltc& o iz& (l) n £ (r) n ^ti^eti©^^— * # 

fthKOs *Rttft« 1 &5j*LT^-5. 
^i-fb* — (ekb) bfc^;W >Ui % mmh^—yu y ? 

(ekb) om^K^-h? 7izm-3^x. m&m^tti*—<Di8.-%mm&mftL 

tiffin - K©Iif^-*JJl» Lt^ < . Ill 2 5 KSfTJ: ?J3 N *$rtb*-^n 
(EKB) fct N h fr£ iJ-7 ^XOmWH (.7 s 7 X) -£©:r 

-^fittiiinuT^ < o (7-"r^) a, ^w;* (u-7) mzm\^xm± 
c© «t a ^^Kb^-irn y * (ekb) ©5 s — ^a©gy»* -sjmt. Ltzmm 

Coi>tffilflt5. 0 2 6 ASVi 2 6 Bti N ^SKb* — y * (EKB) £ 

- mm ;w x iz & u- t wis-fb b t *8j$ b m & ^ -r * © -c & s „ 

— fcS&Mf *»-&2cffi5£-f So H 2 6 A £i5**-«fc -5 fc:.- ^t-ISMt^ 
^K:«fco-r©^«lfi!6$tiSy y-*«tS6"TSo £©»-£\ I2I 2 4B{c^-T«^ 
te£t3^*C*rfc&y U-flffiBi: IT12 6B®y y — K r o 
ot*?>K j 7>&5&*& < 1 ■o©^©^^#^E-rtl{i* c fc < N K r o o t 

*&Ka»MgCl5feii)l:^ K0C*(SjS4i^t5O»^ 2 g>f&ftt/j& 
012 6 A© y y -#11^5. 

1212 6At^t«k5t, — KfcUTKO©#£J#otBB&fbbfcy 'J— 
$1x4. Mff^r— MEM©£:#>©*$Hb3r — 7"n >y ^ (EKB) «U £ ft £ © IS m§ 

y y — teS-^-r^jEdS-r*. H2 6AK5Stv , J-ii, ^raMb^— ?*p y * (E 

KB) &«^WIB&*#>'-KXfcJ:y--:7&*T®fc Ufe2 7>«Sy U-*«J« 

'J-ffe^o jg«f^— BBM©fe»©*S»fl3^— y ^ (EKB) «U £©#« 
SSIMy 'J — ©y— KXIi V — 7izttJfoirz>5- — (Dfrlzm-3^XM}&$ti2>o 
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9g(dw 2 5 -emwvfcm®<\j*—y r v y ? (ekb) a, *y-7a, g, j 

frt> K r o o t ^T-O^rTO^r— ^:Ht#Yb Lfe^— ^ ^l&i^ L-tV^7fe^\ 

^^^M-T^o 0 2 6 B tc^-T £ 3 3 h^J^^*1-i>„ & 

2 t-y Mi> HI 2 5(DM£, mWiOWM Sftt^ * (L) s * (R) , ^tl^tl 

Z>m%}ib*—7n v f? (EKB) fcfc N 0 2 6 Btgti 5^ SI 2 5 t^tt^ 
KltR-fa ^ 5 s — ^HA^ffifcgUWStifcfcOfc&So El 2 6 AXVEI 2 6 B 
fc^t-^aSKb*— y * (EKB) S^lbfe^-^W *^©3B3try 

(Ka, K (t) 0) S'J-7*-Kat*f lt> y— K^r-K ( t )• 0 
Hbts V-F3p-K (t) OtiotBt^br-^Enc (K (t) 0, K 

( t ) root) ^ftbtK ( t ) root £Ifcf#-r3o t^W * j fciu 
ftr-iS'Enc (K j , K (t) root) £ <J - 7 3r — K j t*^-^ It, K 

( t ) root &flfcf»-r*« 

-M^iilts ■fcfgsnfcy »J-S«fiR"r* U-72S:t>V- F — 
ffli^T^Sb-fb*— y ^ (ekb) Mtsctti^ 'Jj&^t*— *«© 
*38&-fb=¥— :7Dy* (EKB) Z.Z.ftn!mh-& l»ft*-7D9 

* (EKB) ©7 s — *fBM#8&*ftfc^frTTOfc&a 0 
[1HBSEKBK: < fcS=¥— 1B«*JES (2) ] 
12 6 A;&ZJ*H2 6 B-e^UfcfffiftflibfcU/ U - tSt5^t tli>#$Hb 
(EKB) «fB&^b bT 5 s -* «£iliJM U 8b4sKJ&*&31 

Snlfgfc bfcflUfcfcOl^-CBfcljli-rS. 

El 2 6A5t;i2 6 B Sffl^TlttBi bfcfltfiKtt. *3Mb*-:/ny* (EK 
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b) zw.^mtt^; — KXtt 'j-7*tTSt b& 2 #n£§!y y-^m-r 

— T*a&ofe 0 M$r*~ I3fE©fc&©^$Hb*-7*D y 7 (EKB) ti N 

H2 e Ati^-rs«saip&ji!v y — tts 7 a, g, j k^tm*?;!'— 

— K (t) r o o t qffiil-rSfefes H 2 6 B i£^-r*$Kb^ — 7*D y 7 

(ekb) zmm-rz* m 2 6 Bc^i^^-^D »y 7 (ekb) oiiia-^ 

U— 7 j J± N Enc (Kj, K (t) root) © 1 HI StCt »5 ;i/ 

— h*— :K (t) root^Kft^S. UfrU y — 7 a, gfi N Enc 
(Ka, K (t) 0) Xlis Enc (Kg, K (t) 0) com^mmiz J; D K 
(t) 0*mtz'&, S&fc. Enc (K (t) 0, K (t) root) (DlM^m 
mzmfi LT;v— h : K (t) rootllfftS. *-fci>"£ N U— 7 a, 

g«s 2 mom-^mm^m^-r^ c t^^iiiife^c 

13 2 6 A&Z>-[3 2 6 B©M<fb LfcHlffglPgJf y U-f± N 7-h*K0#^©T 

•t s-y-7*;i/— h • j — h £ bt. y — 70ii^^ y 
-7 a, gftmm^-zm^vtzz t*mmir%mvfcxm$hx&2>ft, 7-kk 

_H£7- K#e>©Jg*f*— Kfl £ffF^UTU3H^;i|£ N 13 2 6At^tSii 
Pt*y y-&£&K:1ffii&ftib*Cx y- KK o©^— &«H&bT*Sb-fb^r — 7*n y 
7 (ekb) s^murMu-ct «fc^o 

13 2 7 7 BIZ. 3 © J; o &^$tfb*- 7*n y 7 (EKB) ©#tfi££ 

Sr-To H 2 6 AXVBI 2 6 B fcPBtiU y — 7 £«-T & tVW 7x a , g, j fc** 
tt^P- 0a*.«=l >5r>^^r— *3§IM-r*»-&*ffl[^t- 13 2 7 AC**"*"* 

5 1^ VK r o o t a, g, j ^iS^S^I bfe y y - ft « 161" -5 . 

13 2 7 A{c^1~J; d {3. 0 2 6 AC^tg«j|B| S"J - * & ; - P K 0 
*»ftife1BH&'flj Lfcy y-#£j$£*i£o M^*-IBM©fc&<D*$Mb3r-7*n y 
7 (EKB) fi s £*l£>©®B&W 'J — izm-rS^X&mTZo ^2 7AC^f-yy 
-tt. faft^-7D^ (EKB) *«-£Rrt6fcU— 7&i:;i'— h fc*M*g 
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©*$rtb3r — 7*D y 7 (EKB) fcfc, U— © U-7Kl^i6-r« 

— K*»tt»C©tfiffi x Tffi^ — HKttLT* — &E£fa»^** *±&7-K£ 

5fc©ISI 2 5 T-l£i^Ufc*£jrtb*-7*n y 7 (EKB) #U-7a, g, j 
^^Kroot S-ecitO^r- ^Bt-^-fb bfe^ — 7 Sftibx HI 2 6 A 

S^i2 6BT*P^bfcW^-7n-^ (EKB) (i, 7 a, g, j© 
U— 7*— . a, g©*ly-Ki;bt©K0, h 3-- U fc 

■«ij5fet?ftofe3&s N Ei2 7 AizTjkrmmtmm^ u-k:s^< ir£iKb*— 7*d 

(EKB) fcj\ 7— KK 0 ©3r-£«B&bfc©T% 12 7Bt^ti9C> $ 
IZt — *?m.<D>PtSi\,^$Mh3c— 7*n y 7 (EKB) £: ft & „ 

11 2 7 B(DM$Mh* — -7u y 7 (EKB) it, 0 2 6 B ©^f^J'fb^r — 7*D y 7 

(EKB) 3 tT>y h«0^^§tt^ 0 1SZ>*^2 K y Mi N -02 

6 AS^'i 2 6 B-ei^BJbfe kg*, £ (L) „ £ (R) x * ft * ft © # fa £ 7 s 

— 7#£ft{£ 0, *8t*ft« 1 £^1% *3#IOtv Hi. EKBflt»§ft^ 

— #te»£ftTv^frgfr£^-rfc#>©e: y h-e&!K 5 s — 7#|§$i£ft7:^3 

M 2 7 BO^SMb* — 7*D y 7 (EKB) C^Ts #'J-7a, g, j (±, 
Enc (Ka, K (t) root). XliEnc (Kg, K (t) root) E 
nc (Kj, K (t) root) ©1 ®<DQL^mJ&fc& \) fr— h*- : K (t ) 
root -5 c 
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W^Hb^-^ny^ (EKB) ii, H2 7 Bfc5*-r«fc-5 C N H#SSK«y U— © 

1ST 2 6AMB2 6BXIiI2 7A5rf02 7 Lfc*3&*b3r — :7n y 

* (EKB) Oiat, fEf§$fc©^;W J* C«fc oT©2>*|J5S£*iSllBn&'fb b&gf 

fe«cs/ v-mm^mmLx, m^tirzyv-^mj^-r^v — yo^-, a&sv^* 

h£t$iy- K©* — ©*£Ji^-c#3btf«3r-:7n y * (EKB) 
ScttJ:^ ^fcv^— *fi©#3&fli*— y ^ (EKB) ££6&-r3££ 
#RT«Bi:&iK *«Kb=¥— :7n «/ ^ (EKB) ©^-^EMAsSbsfJfl&^^qTlg 

3 o 

-t? pane Bam*-*,, 

&4b\ ^®«);9S:W^7D^ (EKB) fcfc. %?JX>7, DVDf © 

-^-^ ta^Ti^^tlir-^aiJ:. H§ -5§ -fb * - x - # © Pg JI ^ U -f?lt 
43 » *ffifi»SU5* — * t bT©£ ^'g&il^tf^^Mb*- — y >7 (EKB) \Z. 
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^sbfl;*— ro^ (ekb) tr^sK^HS-^-fti^— 7 s — ^ asosnsa^— 

KB) £ -f vmo^-y V «7 — ^ £^ LTBBM'TStfififci: UT*£^o 

x>T-fT-f ^ov^T, H 2 8 75ME! 2 8 C *m^xmmir%>o HI 2 8AttS' 

ttBlT?tts E^ihbt^U 0IS.fcI U>f-ff-f 2 7 0 1fiC^ fcUS©^ 
— Ktf'&SftSo 1 ^>^f ^-f P«3©y — K^^^^-T©* 5 !!! 2 8 BT*$)€)o 1 
o©3i>^ 4 5 1 -f.tix 1 o©y — l*£3Hj&i: bfc*8cS© 2#«tffry »J — 
TfllJlKSftSo WTs li'f'fT'ffiWjS^- K 2 7 0 2 &i*-:7> — h £W&o 

K 2 7 0 2 £f#oy U— £cfcoT^/$£*l£^-f *lfr©^>7^ ^ -f fcJg-TSo 
H 2 8 A*5>ll$ii5 £o K:. x>f-fr-ftt> PBJB*je£#o 0 £©PBJB 

i2 9Afi, pgJl«3t£1®lHMbbTl&BJi^3;/c&©l2T-& Kroot*^ 
Wt&~F<D®>K^>y^ j J A 0 1 —AirnjPfltJEft^tu i>r^fUl-An 
©T&tfciu $ <b i>f^f<fB01~Bnk, 2£>ic N -^©T 5=- 
^r^CNCnq ftT ^ 3 <, #^>^-f ^ -f tts 12 9B, 129C 

«i«x>r^r^ Bnkcllii, (b) kwtJ:5K:, i^^Ol/- h 2 8 1 
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i - k t bts 3M^- h*2 8 i .2 ti^ %h<d%wl; — k^^-t^o 

£ ©:r. >^ ^ -Y (iagSU^B n k xvr-ff-f Bnkfiffly- b*f3^J5& 

■Ti>y- ^-iISi>r-fr^ Bnk$feitHfrt§Ci:iaD> 
K 2 8 1 2 £31^ LTiS^^n^Ttt (dP) ^ >^ ^ f 1 -f Ofl £H*t § 0 
-^s x>r^r^Bnkli, if h 2 8 1 1 V — h*tbtj$ 

^>r^r<Cn 3©iili, (c) tl^ti^C^ h 2 8 5 1 %M 

jkS—Fb. LT. ^t^W — K 2 8 5 2 N CCl^ii 

zz-emm; — b\ 'j-7§tt^= £©j.>^ ^ tti$s!j-?cn 3 

£^>^ -Y ^ C n 3i| {zmftT 3 Z. hllZk t> s *5iffly — F 2 8 5 2 fcr*fJ&-T 
S'J— 7 (t^W*) ©Sag^H^^Sc — # N x>r^f^Cn3lt 

h 2 8 5 1 F UT^olt (M) x> T ^T^Bn2 ©<g 

5=-^ © y — 7 S3©jg-r-g>^>5 i -f ^-r ©3S^7— h*T-& s-y-^^- 
hy- KicM^^^tffiB-rs*^ — h*©y- k^—xv tfmmzti 

So 0S;Ui;feSBy' — h* 2 8 5 2 ©t^W 5feS»y — b* ( U — 7) 2 8 5 2 

f), t7;b-F7-F 2 8 5 UT?0#^r-^Mt^. 

03 OAM03 OBSffltr^ ^6fcx>f-ff-f OilSCo^tttliStS. 
x>r-f T^fii^ftgtCckoTM^ti^ y 'J-il^ioc i: AsqrtfeT?* 
§0 «»U -r&fo*>7 r 7';* (depth) {i N i>^>f y>f -CgS-rSJfcSB^ — Ktefct 
ifo-T^Tte (^) ^>t^ ©iu $§uiiU-7J:LtcDr;W^tcjft;i: 

5=--fA, B, C#l§:^£tU ££>£ s ^>^4 =f- 4 CcDTtiL^y^ J <r 4 il LT 
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^>^^ =r 4 D#lS>££*l3o x>T^f^C 2 9 0 1 (t ^©*^gy — K® 1 
oj^±©y — K£ Utf— TV — h 2 9 5 0 £ bTij^b^ |B©iIt?>i>f 
-f t^-y ^Jiia^-frs«^ N £ & y — «46*i#oi>5r-f ^ c 5 2 

9 0 2 £ utf-TV- h* 2 9 5 OSM^-KfcLtifit^uttiD, fl 
jfcSisV- h* 2 9 7 0 ^ItSn^-BrT. SS**^- K^JgJn UfcTtt^V^-f ^-f 

TV — fCo^Tx ?6CI83Uffl^r|!ilt5, xVf^r-f A, 
3 0 1 lit, fit^Ttx>f^ r^B, C , D lo®U if— TV 

m±fz^M&, yif-TV- H 3 0 2 1 tc N SBfi©Tfix>7^fa' , 
3 0 12 £&3£U T&^>t- -f 5=--r A' , 3 0 12 ©3fcS§V - & tcSSI 

-ffU' , 3012$. -£©*SgV — h*©'>& < £i> yif— TV — H 3 

0 2 2 i:lti^t5 3i:t:j;Ds $ e> icTte^r- >f -f A ' » 3013^i 

A' '301 3©*^y- KCt 1 W±© U-tf-TV- K£«6«-i-S..;i©J;-5 
* 'J If— FMM^iiSC tC«t Ds S^x>r^f ^©tit^Tfi 

^•^-ffis *sst- h*© 1 o < N a»ffl|g«-r-5*fi6i:br4i<kv^. 

•€n^tl©^>^ ^ 5=- -f ^^t 1 y--f #&T-W$Kb3r — T*D y Z (EK 

b) ^^m^tix x-yy" 4 7-4 j^-cftt? ©*— m$k y #— zmmzmifirz z. h 

lZt£% 0 m3 1 © «fc -5 k^ifcOaiV^ ^ -f A , A' > A' ' (3 {£ =g- ji > 5=- f 5=- 
-f m*(Dmmb*-7u y V (EKB) #18^ £ ft % C h iZ & § # % £ ft fcU 
:^>5^^A, A' , A' ' ^#il{3^a-r^^!lx.(i$)i,^^\*-f 7^-# — # 

— L r fl -T & c i: # rT t? & 3 « 

0 3 2 Kit, HI 3 2 ©^>->5r>^(3 Lfc#oTMlT.g>o fffclcy y-$t/$ff 
i33ain^tlSgfM (^) ^ > ^ -f ^ (N-En) fct % ±ffi ^i/^-f^-f 
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(p-En) £ttvxmm3tmm#.&mfiirZo #^>^-r ^ an 

&W%VX±tiLx.yT J =7-4 (P-En) CMt§. 

b£±&:c>:r ^-f (P-En) «\ SfHLfciBrSI (^) i 
(N-En) ©&|g«&ffiEHI!*$BfT J9 (C A : Certificate Authorit 
y) £te33Sbx C AO***ftinbfejpfS (^) x-y^j^j (N-En) (D&Wft 
»*g1S-r*o £ft£>©^as£fiN ±&^>5r-f7^ (P-En) £:*fM (■?) 
:c>y--fT--r (N-En) fc©ffiSeSE<D34*£fc L-Cfftoft5o 

> ^ ^ f (P-En) J±. mm (?) ^ > ^ ^ ^ ^ (N-En) ©gft&WFW 
(^) x>r-fr>f (N-En) © v> - K* — &#rgi (^) ^ >^ ^ ^ 
-f (N-En) teSHg:*-*. Cffly — K3r — li N ±{fc:r.>5^ * (P-En) 
(D^^J — Y(D 1 o©y — T?& /^o, $f£i (^) ^ ^ ^ (N- 

En) ©H;£y — h\ ?-&fc>fctf h a. 

z(dj— \**—mm&mTirz> mm ^>^-< (N-En) 

(^) ^s^^ft (N-En) U-«t^*«iaib. ilLfcyj-O 

H^^gMbfeil^y- h-©it^;i/- r=»r-£l£^b. p N u-:?©*-- 

&&^bT> ^>y"^f t 1 ^ rt©W35Hb3r — :7D y * (EKB) ^^JSS-T-So I'D 
Ox>r^r^rt©t^b^-7Ds;^ (EKB) £ If 7 E K B £: n & a 

±&^>5 1 f 5^ (P-En) »i % (■?) ^>^-f ^ ( N — E 

n) ©iiflPfcJ; tu *Sa-fhf S5jc*«y — K^iiin bfc±tt^>^ -f -f (P-E 
n) |*J®U-:7*E K B ££j$-r£o 

(^) x>f-fr^ (N-En) B\ mM (^) m > 5^ 5" -r (N-E 
n) |*j©y — r*3r-x i;-7dr-t < J;oti^$n^t7 , EKB^4^t§J:x 
£*l£±&:t >^ -f ^ ^ (P-En) £jSHg-rs 0 

gf$l (^) x.>T<tT4 (N-En) ^^7EKB§§{|lfe±tx>r-/ 
^ -f (P-En) (i. gilfelf^EKBJ:, ±tt x > 5 s - -f 5 1 -f (P-En) © 
K*r l/fc*7*E KB i:£^r — Sgfr-tz (KDC : Key Distribute Center) izm 
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^r — 3m-fe># (KDC) ±TOx>f^T^Ot7EKBHIr3^t> 
altift E KB ££j$-T 3d £ irvSmtUZo ClcDct a Rl > -< ^ >f 

rn7W#*#EKBf3X^T:3>^>y^— £t®^bb-Tx *y h"7 

&4b\ mm^>^j ^ ov kb 3Sfr-fe>* (kdo c^-rse 

Sfl&Jlfctx if7EKB^±tx>f^r-f £#UT£/E**m£ bT|£*T-r3#& 
iix $Bfr-fe>* (KDC) fca»-T£8lS£HfT-rattfiBi: L-t*«fcVNo 

Mfofc-D^XW 3 3 ^fflV>T|^BJ-r§o ±&:n>^-f 5 s - -f ©5fciisiV — b* CD 1 o 3 
2 0 1 fciffSaSin^^^-r ©fflj&y — h*£ bT. T^^>^-f r- * 

Ji^^t^^ ©D — 7T"^S«;- Kfflloc;- F 3 2 0 1 ^ifMM 

^>^^f ^-r ®m&y — k 3 202 ta^bt^ — h*: urffiussnso -r&fc> 

13 4 A^th'113 4B^ifM5iiP^>7 1 ^^^ SlS^bfcl^^±ffix.>5 1 ^^ 
W iP&J&-$-%m%\E KB©#l£^-r o 03 4 ASWH 3 4 Bteu B3 4At^t 
#1/$, -r&tJ-feefi^^SfttcS^Ef S*4S>'— K (nodeOOO) 3 3 0 1 i:* 
^gy-K (nodeOOl) 3 3 0 2^feD, £ £ fc*9&$iiJD^ >^ f ^ -f K:«r 
M^->^^^^iiSn*^y- K (node 1 0 0) 3 3 0 3 £f*-^ bfc&§H3±& 
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i>r^f^ * K B ©#!l£^ bfc t ©T"& 3 o 

- h'^-tj; DB£-^b£tifc±>fc./- F*-. ±{fty- h*3r--C-Bf-s§-fb£ 

fe±ffi^— K N ±fiy- h**-T"£££±&©y- K*-£H£^bU 
±tt £ $?/p LT ^ h {CM § Bf-^Yb^-* C ct o T^^g^ E K B 

Cft&gS-f -5. 

£;h,fc5 s /'W *fi^^^pjfg&^38rtb^ — y ^ (EKB) *IBfg-rs*Mfc: 

o^TSBUBLfco H3, 4"Cg&i!aLfcy3j?— *«L31tt. y 'J --£#;© 4» a» £> 

© y — ^'J-©x>T^r-f 

in 3 5 wT©m^fflv>T^>^ >r ^ tiTo y — «u*c*»s y 

at^ov\T8iWrSo El 3 5 ABSEI 3 5 Dfcj\ ^'J-SijStSxVr-f r^f 

H3 5A&, x>r-fT-ftlt: < t5*-l!fis/y-fliISwUT^a. yy 
— h Ktflft^^nN ^©^TtxVr^T^AO 1 ~ A n 

ITi©x>f^ -f C l~Cnt-lt y— ^©^/^^^©y Jit— ^^S^Hfr 
£*i3o 035B£fck, IT^0x>f^T'f0loffe^x>T'ff^Cn ) 
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3 4 3 0© i y | J-l^^^lt^5o x>r^T-f Cn, 3 4 3 0 (is m&S — 

h* 3 4 3 i h*-e&3 u — ^tasE©^^^ ^*j*o«jEa-e»5o 

'f^3 4 3 24«fet)feJ:t5J:N xVf^r^Cn, 3 4 3 0}^ 3&gU:Hfrb 
fex>r f >f Cnrt^y — K 3=- — % 'J— 7 ^ — t cfco•r#iE££;i^3;i^^$?<fb= i r — 
7*^<y^ (it^EKB) ^^^fe-r^o c©fift*-7D^li, ij!ji-^T;t 

^^ 3 4 3 2 tC43V^ttt«^tf S? "Tx flllO >; — 7 ti^t^r^W 7 Jd&^T© 

n(Z)g3Ii&fcj: % 3ti*M«f*nfe-y-^E KB 4: b"C^^f -So Hfr&tfcU 

h & U # — ^f^t-f 7 3 4 3 2 IZ&K&^X &mf&?%&y — K 3 4 3 1 , 

3 4 3 4, 3 4 3 5 G> J — K*— £E*r Lt, COlIf/- F^r-t 'J*-^r 
7 3 4 3 2 m^CD U-:7^W 7£^T©^^^fg&!^-fb3r— IT 

& 3 if zr)v— v * — g § iftit fc^M c Mfo T % o 

CCctaCxVrYT'f Cn, 343 0 A* U *403£«fc o TMSPr bfc#8& 
ft^f—^ns'i' (D-7EKB) fix ±ffc:t>7--f ^--r £3£ft£ll*. £©3t-£\ 
_hfe^>^- >r -i jOt 1 4 f- 4 B n k , 3420-C$>Dx x>T^7^Cn, 
3 4 3 0 CDlI^y- K 3 4 3 1 K i: Ut * "T * ^ > 5r r- -f tr & 3 „ 

^^^i-^fBnk, 3420 (i. T^^>^ ^ -i Cn, 3 4 3 0 A>£>*$| 

r^f^Cnk, 343 OCDHf^y — F 3 4 3 1 C*tJ&t~ 3 ^ r^Bnk, 
3 4 2 0£D5fe^y— H 3 4 3 1 £ N T&^^^-f ^ >f Cn, 3 4 3 0tt5^tl 
*f£ftfc*— Its St©x>f ^f^fBnk, 3 4 2 0©t7EKB© 
mffimM%m'iTi-%o 135Ctx>r^f^Bnk, 3 4 2 0®^ U— mffi* 
Tjk-to x>r-f f-fBnk, 3 4 2 0t*5V>Ts MffiMM £ 3 ^ - H * — fix 
1^3 5 CCD-9-7*;!/- h 3 4 2 1 £> »J # — ^ ^, ^ 7 j: > 5^ ^ ^ j £;ffij£ 

-r-s**!^ — k 3 4 3 1 cii/uio;- k*-t?$*o mm?? 
e k b gfciV^-f 7-4 ©y— k 3 4 3 1 k:j$«:>s;usi^ti)^ 
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y— F 3 4 2 1 , 3 4 2 4, 3 4 2 5 ©7- K^-^HMil^^o Ztl<b& 
y — F©y — K^r — £M§r ltx>f ^f^Bnk, 3420 ©gr &M$t V 7 

£6t3 N i>r^T^Bnk, 3 4 2 0 tfllr bfe*«ft*-^n y 
EKB) fcfc N ±(ft^>5 1 'f ^-f tjJSfll^nSo C<Z>»£\ iffciV^-f 
>5=- 5=- >r A n n , 34 10f*D, x>r^r^ Bnk, 3 4 2 0©H^y- 
K 3 4 2 1 h* Lttt4x>f r-ft-$-5o 

^>^-f-7^Ann, 3 4 1 0 tt^ Ttt^^T 1 >f ^ -< B n k , 3 4 2 0*6* 
S&flj*— :/n y * (itT'EKB) §§It§t s ^©*-7*D y ZlZ^ZtiZ*. 
>r^7^Bnk, 3420 ©Jf j&y — h* 3 4 2 1 tzftfa-f 3 jc > f 4 ^ f A n 
n, 3 4 10 — F 3 4 2 1 |, T&^>^ TiBnk, 3 4 2 0 lZj$ 

.^xmrnZtltz^ — lzmfeLT, il®x>r^rann, 341 O0t^E 
KBOliffilS^trtSo ISSDCxVr^T-fAnn, 3 4 1 0©y U — 
4#/&£^-r o ^V-T^^-rAnn, 3 4 1 0 fd&i^ M^yMM £ & 3 ^ — 
— tis B! 3 5 DO-tfT';!/— h 3 4 1 1 * 6 HSf t7EKB^ x&Hs It §fex>r 
•f rf©/'-F 3 4 2 1 td«&*rt h* 3 4 1 1 , 3 4 1 4, 

3 4 1 5 — H — "T? <E> <, iti&#>'-K©>'-l<*-*J!ib , Cx>r-f 
^-TAnn, 34 1 0©|ffe^Iif^7EKB$^t§o 

Tz)]y— h ^>5W 5 s - * -CUfT-rSo £ ©— ^©4Mk: £ tK -t^W ;*© 'J t^— 

B« s «*IA<j(3 3r— SBfr-fe (KDC) i3^f£tu iRe^ix*. * — Sfcfr-fe 
(KDC) £T©:n>x<f <DW%r KB lzgk-3^X, «^&E 

7=^^>f ^©y ^*a,3s<0'>— /r>^ia*ia 3 6£**-r„ ^n.s^ii^!H3 6© 

xVf-fT-f (D-En) (is f/W^Slx>7-ff-f (D-En) f*I© U 
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r^ff (D-En) ©Hffeft+J-^E KB (D) jH$T"tf" /EKB 

(D) « s ±fe^>^f 5^ }^ft£*i3o Mlff-y-7'EKB (D) £§^[LfcJ: 
& (88) ^y^-iT-i (P 1 —En) fis MKfityEKB (D) ©MKf^^y — 

^^±©y- K^-^|gif LfcMDf-^^E KB (PI) ^tie>CDM 

EKB^^r-ifrt>^ (KDC) £««A £ tl^W. £ tl% o 

HI 3 7 7 BfC^W X® U si? — ^^LS(3 <fc >^ -f ifi 

M^mm*fttji^X£l&-§-2>m®Jik*—7uy? (EKB) ©^J^^-To 

0 3 7ASVH3 7BI4, HI 3 7 A t^t^filt j3V>ts U * * £ 

7- -f (Dm&sS — FJis ±#L^>r J t- <i CD5fe^y — h* (nodelOO) 360 

i tefchfc-rso 

±tiix.>7 u j fis ±fe^>^^ h3&>S»5feSBy — K (nod 

e 1 0 0 ) 3 6 0 1 tf(D;UH#St^^- F*-&M*r LTfffcfcMUf-tf-?* 
EKB4«t«. lit^EKBIi, |37B©<tM:&^o Bff^tlfe^r- 

t/EKBiitSo 

EI3 8A(is x>T-ff -fSitis^-Eiy y — ^at^^u-cvN^o yy 

-ilttliJl/- h y - h* A s ^^ ti, ^©IgTi:x>r-f r^AO l~An 
n s ^t€iZ)TliiltB0NBnk(2x>T^f^ £ £> fc^ (DTfa&lZ C 
l~cn®x>r-f T^^i^l^tLT^So H4>T©^ Vr -i 4 {is 5Mv — 
K (U — 7) tfi^fflr/Wx, 0!l*«SB»?f£« N W^#fflf§«t-fe-5 £:iT3o 

CCt-s ytf-^flUS*. x>T^r^f Cn, 3 7 3 0 t *f L T H ff 
{-■^^TUiBJt-So Ifg©x>T ^t^Cii, 3730 {is 138 Bt^tJ; 
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a Izm&S— h* 3 4 3 1 3fc^y- h*T'$.§ U-^^^^O^^W^^:^ 

xVr^r^Cn, 3 7 3 0 & U stf— »K x>T^f^Cn, 
3 7 3 0 tltS^TOT^H^O y — *3iipe>©-ig^l»3&*Rri6fc3&:5. ^ 
>T^f^Cn, 3 7 3 0£DU*-^il(^ :n >5=- -f * C n , 3 7 3 0O± 
fi^>f -ffU'fe§x>r^TYBnk, 3 7 2 0 (ife^tHf $ti§ 0 ^ > 
r-f r-f Bnk, 3 7 2 0lt x>f fr^Cn, 3 7 3 0 S — K 3 7 3 

x>r^r^Bnk, 3 7 2 0 {is Tfx>f^r^Cn, 3 7 3 0©'^- 
^ %nffi-%>Wi&, x>r^r^Cnk, 373 OOTlj&y — h* 3 7 3 1 ^^fjtfe 
t5x>f-ff-fBnk, 3 7 2 0©*«y-K 3 7 3 UIil, £6£ N ^ 
CD U tf? — ^ ji>^ -f 5 s - >f 3 7 3 0^&x>r^f^Bnk, 372 0 ©+?-^^ — 
h £T©^;*±©y- K*-©E$f£fT&V^$Hb3r-7'n <y^S4lSl/tIi8f 
t7EKBMt5c Mafttfcfc&S^— K* — fcfcx B3 8C©t^-b3 
721*6 y sK-^^^^-f ^^©WjS^ — K**fi6fS*SB>'- K 3 7 3 1 1: 
S4/U±©;- K3r — T-fe^o y — K 372 1,3724, 372 

5 , 3 7 3 1 ©y — K^r— #Mff*f Si dtl£>#y — H©y — b** — £M 

ffltx>r^r>f Bnk, 372 0 ©gf fc&M§r ^ 7*E K B &£j5dfc-T 3 . 

iVr-fT-fEnk, 3 7 2 0it Tte^V^-Tf 1 ^ Cn, 3 7 3 
0 <D »J 3tf— *&Hfx-ra»-&N x>f^7^Cnk, 3 7 3 0 OTI^y — h* 3 7 
3 1 f3*fj&-f 3^>-5^ Bnk, 3 7 2 0©*i^y— K 3 7 3 1 l±S*r*"$\ 

© y ^ > 7^ 3 7 3 O^^xVr^r^Bnk, 3 7 2 0©1t7*;i/ 
— h *7?©^^±©*Sjj|>'— b* 3 7 3 U|<y- l*=¥— ©H*r*fr&^*a&flj 

xVf^T-fBnk, 3 7 2 0 4»Elf lfe*»ft*-^D y ^ 
EKB) Ji N ±^^>^-f 7-4 \zmm Ztl&o £©±§-S\ ±ilL^>y L J =r J tt^ 
^T^rUnn, 3710tfe^ i>r^f^Bnk, 3 7 2 OcDlS^y- 
K 3 7 2 1 £3fc*g|y- Fhlttt§x>f'fr^T^S. 
x>f-ffann, 37 10IJ:, Ttx>r^f^Bnk, 3 7 2 0*6* 
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>r^r^Bnk, 372 0©H^y— h* 3 7 2 1 t^fJtSf £ ^ >^ -f ^ 4 An 
n, 371 0 ©*$$./- F 3 7 2 1 £ N TtiL^y^ >r r 4 Bnk, 3 7 2 0 
l^*tH*r£*ifc*- — fctft^L-Cs SI©x>f-fr^ Ann, 3 7 1 0©^7E 
KBOSff^S^Uff "T^o ISSDfcxVr^r^Ann, 37 10OU- 
ill^*to ^>^-r5^Ann, 3 7 1 CUl&^Ts WfflrPiM t & § y — K3r 
-(is HI 3 8 Dffl^^;i/- h 3 7 1 1 # kMriJ-rEKB £3£0 LT^fcx>f 

^f^©y-n72 1 cjt«:s^^ %Mf&-f%&y — n 7 1 1 , 3714, 

3715©;- h'^r — -£>o C^^y-F®y - F^-^Mf btx>r 
^>fAnn, 3 7 1 0©fffe^JlllfitrEKB$^^r^o 

fc;i,— h^y^4^4 £-emftirz>o u©-i0^it:j: ^ :x>^-y^©D 

EKBIt SJIttlc:* — $8fx-fe>* (KDC) l^ff^tu ^m£*l3„ * — 56 
ff-fe># (KDC) (i. ^t®x>r^f -f®IiU-7EKB};io*^T^ #^ 

^ *T*©^#^qJf£&Bg-5fYb3r-:7n y * fc&5„ 
^y^4 =7- 4 (D >J # — ^JM©^ — 3 4M^J!£H3 

9 ®^>— ^>^ia{z^^r5^0j-rso *-*\ x>f -ff^'jju-^ui^t 

5x>r^fT'fiIx>T-fr'f (E-En) tt, :r. > 5 1 ^ -f ^Ix > ^ ^ 
4 (E-En) ft<VVi£ — PMm.®l&1®y — }**m^%tzfolz>&mt£*-Mffi 
£fr&V^ 4 r 4 <gM^>r 4 t- 4 (E-En) ©fffe^-t^^EKB 

(E) tr^^-T^o Mllf-y-7'EKB (E) t± N ±ffc cr. > ^ ^ w t Mit £ ti Z> „ 
W^EKB (E) £§ftbfc±ftf (H) Ji>^^r y-4 (P 1 - E n) « x JE 
fr-y-^EKB (E) ©H#t]Sj£^- F fcfcfjfe Lfc5fei»y — F* — ©MrXVv ^ 
©*Sgy- h*fr 7" ;u — M:S§;^±©;- K*— &se*r UfcHfr-tf-^E K 

b (p i ) ££j$-r3o -tie»©Ms^in^s ±&^>:r^ tes^xmn l 

"Tn S^ft&3M$r£ft£::£T©^:7E KB#^-#g?T-fe># (KDC) 
*iM£*l3o dp— £gfr-fe>* (KDC) tt N ^T©^>^-f ©Mff-y-^E 
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^r-f ©^JiS*lttBlit* SHS^fo ±tiL^> : rj 5 s - -f ©5fc3gy — F 3 9 0 1 it 
i>f-ff-f©'j3j?- ^ t cfc b JESf * fts ±-fu^ > ^ -f © y y — £ *s fct S * 
5ro y — K 3 9 0 1 frt>y-7)\s— H-e©;ui:#4t5>'- K=¥-©H«f t: «t !k 

h* 390207 - h*^r— £ x ±{si^>7^ 5r-r ©sfcSB^- K 3 9 0 1 © 
y _ K* — tt^F — ifei:&So aiv^Yf 1 *©^:**— — $gfx-te>* (KD 
C) tiot4)S$tl5EKBH:x ±ti^>7 t * ^ * K33V>TM«ff£ftfc5feJ8y' 
— K 3 9 0 1 ©* — tS^^t^^fil. CI i:C/fei,©T% *©5*r — 
Lfc^TffiJO^-f © U — 7 KttJfc-r*7^W ^li, — 3Bfr-te>* (KD 
C) (3cfcoT^fi£$tl§EKB©m-^^^qItg{3^^ 0 

±xii©§&Hj3-eyu ^ ^@s-r^«T®©^>^ -c T--f © y#— * 

4r>r Ate y =r 4 (Capability)^^SL-Cs 4r t: y 5 1 -f CIS bfcn > 
^>!yiEigSfT-5«tt31«j56Co^T»ilB-r%o £ Ctr^ /it y 5^ 
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0 0 ltt. «M*£*:*A, B, C©VM-n*ftW*-r*<r^^KU^-f 

pafcC^Vf^ T^-f 4 0 0 2tt^S4^BX(iC 4 0 0 3 

^400 5t«^s^*s;c*«iaf s-fctfwu^^-f ^tu^-r *KfO^> 

x>r-fr^ 4 0 2 1 «\ HKfeH^55^P , q, r § ^ > ^ -f 

^-T kUTj£S<**W x>f-ff-f 4 0 2 2I±*35P, q©H«B^*^ 

^^^ 4 0 2 3lZfi&V(DmmU£.&mZ-&>TJ /^'Jr^^f^f 

CLO.fcS&^xV^^©^^'^* *-2§*f-lr>* (KD 

o iz&^x'gmztiZo z—mr^y* (kdo ^«»53>?>«y 

7n;W ^#^£©jE,flS7-n^ AT-jMbfcitm^-* ll«f;H^Sa 
^Wt&&^3Mb*-^n ?^ (EKB) ^#i>^-r^-r©^^^tr , J^'f ttf* 

fcfc. /r^^tfU^^tSfS^S^ , '^^^^^ : ^^' fb ^" 7 * D> - i; ^ (EKB) 

o "C Bt-^-fh U 3 > ^ > S> &1B« U * © 3 > ^ > 2> X'Bt^^b b fc£E» 
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3^T^!©^>-7^ 7^£o^T©^>r-r^E:'j7^ £^«LT^ IT® 
© x. > t- -r 5 1 >r iilt^T;^ ^o^-f^tr y^w £3r— £§tr-fc: (KDC) 

l3:fc^Tg31UT N n >^>^ tf #131© r!h&& 5^ W * £ © 

#«Srtfefc*3Mb3r — :/n y ^ (EKB) SSTIfcOxi/TW 5 1 nfc-!r 

KKIt^W ^tf^ft^ftfcxi/^-r ^-f 4 1 0 1=4 1 0 5 t^ttS^-f >J 

(kdc) fc^TMt-^iififift-c&So ^yx.«"^>^^ f^ioicu 

EI4 3 AXVEI4 3Bfc=¥— -5Bfr-fe>* (KDC) £:i3^-ce3 * S -ir^f fcf 
U r >f tlr-7;i/0i^^^t o 'T-f^EijT'fSlT-^Hix 143A 

©<t o te^-tMj&zft^o Ttzt>%, &^>7-j ^mmir&mm^h it 

n t 'J t- -f U * h . CCD^-f 7^ ciJr-f U * Mi El 4 3 B £ N $|;L«; 

^js^-^^aagi^a; (a) #«i3iqii6T?*n« [i] . «ia^Fqrt6-e&nH: 
[o] . ^j% : r—t>m£.mmy3j& (b) **^3iqjiBT?»n« ci] * mm^^m 

T?»tit± [0] — ^ N ^fclKfiB©^— *fflaii;:ov>T©W3& 1 hr5o • 
[1] XI4 [0]. %mMLXMj&£tiX\,^%o C©^ rtey^-f fi||g© 

EiJt!t$8#4M£*u =g-:n>^.f 7 s - -f ©it 701/— h y — KWISOt 5 — * 

3r — 2gfr-te>* (KDC) It, ^-f ^try^-f gs?— ?>K:S-3^Tn tfllx. 

{4#^©3 >^>^©S^HlHg^7 r yW7;©^^^-^nJ^^*^J'fb^-7'0 y * 
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(EKB) £3=J$-r3o H44£fl^T. >T 4 ^ U =r J til 81 tS^ < #3Mb=¥- 
£*\ ^r>y7S 4 3 0 lH^T, *-^T"fe>* (KD C) te. 'T'f 

Mx.ii£%p7 : ~-*n£mm (*^a) ©:©@# [i] izmfezntz^y^ 

&IC N ^rf 7S 4 3 0 2 fcjSl^Tx *l& ^ > ^ >f ^ -Y £ cfc o T|g/$;* 

n^>^^^>^-Y ^-f I D©U * b ^WS. Xf97 , S 4 3 0 3t^ 

fllfiS©^^) £SllR-r3o Xf5»7S 4 3 0 4tft SiRxV^-f T^-f IDO'J 

^7S 4 3 0 3 ££^T^;*££j$-f 3o 5^ 7- -r tfimms 

y 7S 4 3 0 5K3i#x SiRUfc^^fcx IlRi>r^ 9- -i \Z «fc o X (DfrMj&Z 
7fy7S 4 3 0 6lz£^X. 7ry7S 4 3 0 5 Lfc y U — « 

Bit) dibs it^EKBhs XryT'S 4 3 0 6 t^bfeli^ - 

(EKB) ^^fig-T^o £©<fc?KbT£/&Ufc*^ft=*r-:7*ny* (EKB) 
fc^-fts* — :7n y * (EKB) zor>m®ib*-7u y V (EKB) X 

■3^*rffiBS >f>S'SI»ffl3 Itr^-f £TS SBfr-fe 

(KDC) tl J; o nfc^C^I Rfi&r^-f X t^^-C©^=r> 
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Z(D&ofc*--mfi J b># (KDC) its >T4^\L 'JT'fflT-^jHClo 
(EKB) ££e£-T3 0 tot, JfffcfcJ^^-f ^-r #eS3ix3» 

ii^c^o c © ^ > 5^ «fgaa»{c#a * k u^-r it^a^s^ ovarii 4 
sjffety v—nm*izmn£tiz>ffiM (^) ^>^^^^ (N-En) ± 

iSL ($1) xi^^r^ (P-En) ^Wb-CSfSSfaS^^^frfSo =& 
g B©SM£^tl^5fc« UT±te^>5r -1" 7" ^ (P-En) CMt5. 

^mmmz^mistzttiL^yT * ^ (p-En) » x giaufcajrM (^) ^ 

>^-r^^f (N-En) <Z>&l8tt&EiEl3l!ft£&?TJ9 ( C A : Certificate Authorit 
y) KiK^bs C A©W££fl-iDLfc$f#l (^) :n > -r^ w (N-En)MIS 
i^SitSo d*i£©#ffi&fcJ: N _tife^>^ -r 5=- -f (P-En) (^) 
3i>5=--fT--f (N-En) t(OffiSBIE©^l*S £ L T tt & <, 

>^-f?M (P-En) ii, &rg| (^) m > ^ ^ 5- ^ (N-En) ®^^£fFRj 
L. &rM (^) :n>5^^-f (N-En) h*3r-£$rgt (^) :n>5^ 5r 

-f (N-En) izmmirZo £©y — b*3r-fi N ±&x>r^ ^ -f (P-En) 
0«y-F(Dlo©;-H + -fife!) N fro, %iM W ^>5^^-f (N- 
En) (DMj&y— K f^efe-feU- 7>— h ^P— £*fjfc-ra 0 
^©y-K^r-MMTt^i:, «r£S (^) ^>zrj^^ (N-En) (i, 

«f« (^) (N-En) y-fli^s«iS5u. «3gufcyy— © 

ll^JCgmLfclSj^^- Y(DV7)V— hdr — ^ts^u, U— 37©* — 

£!££bTs ^-f rt©W^J-fb^r-^n y ^ (it7EKB) ££/$?-3o 

— ±#L^>t 4 r J (P-En) *k gf£| (^) :n > 5^ ^ (N-En) 
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©3&ftIfc.fc?K ^mhtZ^m; ~ Y%fe1lV<\.tz±$L=^>'r J r j (P-En) 
fl©D"7"EKB|fit?io 

mm w x-yT-j^-i (N-En) i± N fr£t (■?) ^.y^u-^ (n-e 

3ft^±fix>r^ ^ -f (P-En) {3^§U S£>£ N SBOxi/f-f f>f f 

£r& (^) ^>t^ 5r ^ (N-En) ^^/EKBSV^" ^ tf 'J r tSS 
SfiUfeittxVr-ff-f (P-En) Ji, §Ilfet7EKBi:^^ /I tf U 
r^Wiils ±fcx.>T 1 (P-En) ©M$r bfc^'E KB — $Bff 

-fe>* (KDC : Key Distribute Center) tiitSo 

^ — ^=fT-fe>^ (KDC) t± N LfcxVT^T^Ot/EKBSV^'f^ 

fcg»bx $->f ;n;yf^iif- ^;i/*s«ft-a- 3r-$g*r-k>* (kdc) 
mta E K B ^ife^-T s. d 2i # Rli ft § o 

tit &m-e&%o -r&fc-fe. m?ikt^vmm^^mm^mmi,x £fc©x-fc ^ 
m u £ #fFii^ ©^ a © « #k -r T- 3 o 

yy^—^mWE*-, =t > 7- * rny^ z^— *«$©ng 

^<b^S^r — 7u «y ^ b"C3tffi qrtg&^SMb^-^n y (EKB) ©£*&{;: 
fcl^t. FgJfttflMBMy T^-WyUcjfobT^SIbT, BfllSSbfclBI 

^y'J-fc^Snsy-^ 7lC*r3v>T^«J'fb^r— ^"D (EKB) * 
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UfecDT-. *3Hb* — 7X2 *j z (EKB) ©*i|i&5r — $ mM\Wk 

v-iz&^s <m$m*-7 r u y ? (ekb) &«j5&u ekb ^©Bh^ 

— $ tzMf&t bfe©t% E KBcDifcB&T 1 — **g!l$(fc#gSS£;h,3 

It^^ ^-e©E KB«-5*ftai7&*3[i3sfi?jfc:j6e5„ 
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^f££^ b> 

•fb bfeBf-^-fb^r — 5 s — * ^^tf^^jj-fb^r—^D V # (EKB) ©I^MIti-P 
tulB^^-fb^r— 7*D >y ^ (EKB) 54. HUH3Hf#-fb 3r — ^— * {3 <fc o T#§/?£ £ 

buI3^ ^SP^I&iW^ti-Sttfilliai^-^a:. fuSE^SMb*— y * (EK 
B) Cfelrt^nfc 1 £t±©B&^b^r — 5 s — KttfKOTffioac*^ - 
KXtt 'J — ^{iS^Bt-^'fb^r — 5 s — * ©fi^^t^ bXi^^tlt^^C 

3. Huia*r$Mb*-^n v * (ekb) t:'&*nai5SBH&-^'fb=¥-7 J — ^»±n & 
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4. mm^^ih^-yri y ^ (ekb> t^^^ns^aBit^-fb^— 5 s — m 
mmib*—7uy>? (ekb) zm^-Gsmtejfcifiis; - K3h±u-7^it^j: b 

fct§fH§<fbUfc 2 #116^ U-^lJ^t^^U^IiRlT^^- K 5 £ 

hf3<fc &R«3g£ft*?ffltiiSI%JB<:/ 'J -©7- U - 7 tzttfa-t -5 ^-©2* 

itul3# ^SSlcKllft^nsffifiWlsyx — ^t±, fuiB^SMb^— :/d y ^ (EK 
B ) ttettSftfc 1 W±©Ht^-fb^-^ — #=&^©y — b*{5ig©T{5i©:££y — 

5. mmmmmmmy v-i±, Rmmmzn-^^su xo^m^y v-t ur 
v - t» & % z. t & mm. t -r & m m © is a m 4 m. iz mm © m mmm * ^ a 0 

6. HuIB^^J-fb^ — 7d y (EKB) i3"^^tii> HulBBg-^-fb^-^ — M 

Mmh^—zru ? z (ekb) zm^aimteXMy- h*x& v-yzmT&t l 

f -5 3r — © ^ ^ So" V^ T £ ft N 
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±©#il££i$o y U — d t^Mtt £fi:£©fSHSg 6 ^£flB%® tit SMIL 

8. SirgB^W ^tfe»Si9tBBt-^«La*Slix fulB^'fb^ — :7n y £ (EK 
B) ©ArK*^©^ — *tc<fc tK tuIBBf-^b^-x-* ^JW^ttttS LX, W.^ 

ov&mm i JM^iB«4©t»^$Q.s^^^Ao 

ffifflnltB&nv^vry^— i:$:!itmJ:-r^I»^©lBH^ l«teffi«©tit 

1 0. buIB^ y-fe — V'r — *f£s |£>IiE^3S{-:&^Tm^n£l£BE^ — T*£> 3 £ 

3 SS#©«BltlS 1 Sifc8B«©tit*JM'>;* ^ A D 
1 1. 1983* s>-te — 3*5*— * lis nVfWCOfy'Jf-f -^y^tt (I 
C V) -e&S d i:%«rai:"rsi»*©l5ll5e 1 ^^SB*©ti*«IiS->^ 

ftftcUftif^^Sy-?}; LfcPgJf ^ U -#!?£© lo©y — K&Mjfty 

KB) &£.&TZ>ti%J<ti*~'7v y# (EKB) i^ryri:, 
1 4. ftrffitiMg40iJl£&ttx S&fcx 
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15. fyfa^£iHb^— y ^ (EKB) 

- * ffl ^ T Bf-^b U T fir SBBg-^-fb * - 5r- * £ $LJ& T 3 J* 5=- y 7* i: % 

BUfB^'fb^ — y £ (EKB) tl^> 1 W_h®Bf -^^fb^r — ^— # & 

1 6. mm^$Mh*—7'U y ? (EKB) 4|7f'y7|i, 
R=&SMb*— :7n (EKB) ^^-^Wfg^^i^y- FXfi'J-7§IT^ 

3 £ £ K: «fc D liiPSI ^'J-SMt^^f^ri:, 

mmb*—7uyt> (EKB) ?£4^t§^ry7i:^. 
tufB*^i<b^-^D y ^ (EKB) <D $ V\zMfcs^ Ztig^fc^-cDlfamcD^m 

i7. mmnmmmmy v —%£i&ir%xy'y ^mmmzft^^su 

1 8. mm^mit^ — yu y ^7 (EKB) 4^Ty7tt, 

&*T3(rfb3r— :7n (EKB) 4ir#WtB£5fe«>>— KXfiU — 7£STS 
£ LfefSilSfb U^ttSi' U-tc^^Tx lulB^^y- 
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arfB*SHb=* — v >7 (EKB) ©^^{C^-rSBt-^-fh^r — ©fe«fl©**t 

1 9. mmwmmmmyv-®£mxTy7iz#^x&f&?~%nMmmmyv- 
j*s Mmh\,tz^frt&my y - a wjfev'- k ffiB&fbbfc v y-£« 

20. mmm.^r^m^'r-j 
mmmmtz—yuyp (ekb) ©t&ro*^i&£*&«<2rft&ffiBi*B , j7 s --* 

2 1. mifB^ y -tr-^5r — 3>r>yf-**«tt5fc«i©«§«tb 
©«*iM#«s. 

22. huIB^ y-b— f&MS£:^T^£>n3^aE^~-e&&c: 
*«StoS4Sf/W^* U-7k bfcresy y-*H§© l o©y — h'^il^y 
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HuSSPgJi y 'J— aSgt^W-SffiBlttS'JT 5 — ^ i: ItO^ ^*3l5h ^tr^^Mb^- 
^D y ^ (EKB) £ N 

2 6. gulB^^Hb^-^o y 4> (EKB) C$ £ ft -5 sutBBg-^b* — ? — * fi, 
fulBP^M^ K*-£T#y- h**— ;XfcfcT<fex 9 - 7 Jf- 

iiuHB* ^gP^^i^^tl^&giiSiJ^ — mmmmfc*—7u y p (EK 

B) £*gM£ftfc 1 W±©Bg-st4b^ — ^ — ##^©y — Kfil0Tte©4*fiI 

©y- KX^u-^ffigcfit-^-fb^r-^-^^^^^^-r^^hbTitfig^n-r 

2 7 . fuaB^iHb^r— y Z (EKB) lZ<£ £ ft £ Hu IBBf-^-fb * — ^ — ^ 
mm®fc*-7u v {? (EKB) h*jK« U-7£«T©£: 

*teS"3v>T*tjG*£ft N 
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